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Executive Summary 


The National Science Advisory Board for Biosecurity (NSABB) was established by the U.S. 
Government to provide advice, guidance, and leadership regarding the oversight of dual use life 
sciences research—that is, research with a legitimate scientific purpose that yields information 
or technologies that may be misused to pose a threat to public health or other aspects of 
national security. According to the Board’s current charter, one key function of the NSABB is to 
“advise on the development, utilization and promotion of codes of conduct to interdisciplinary 
life scientists, and relevant professional groups.”* In the performance of this function, NSABB 
has formed two Working Groups on codes of conduct in dual use research. This report provides 
a summation of the activities of both Working Groups with a focus on the second Working 
Group and on the principal outcomes of its work—a toolkit for individuals and groups 
interested in formulating codes of conduct for dual use research and an educational module on 
dual use research. 


Codes of conduct for dual use research exemplify a long tradition in morality. For millennia, 
individuals and groups have used codes, along with oaths, as tools for several interrelated aims: 
to prevent or encourage certain morally significant behaviors and to form and solidify the moral 
identity of a group. The Oath of Hippocrates and the American Medical Association’s Code of 
Ethics (first formulated in 1847) are statements of moral precepts that have been, and continue 
to be, central to the moral and professional identity of physicians. Many scientific societies 
have also adopted codes in an effort to promote certain ethical principles in such activities as 
research and publication. 


In recent years, interest in codes of conduct has intensified within and beyond the global 
“community” of scientists, mainly in response to concerns spawned by 9/11 and the 
subsequent anthrax attacks. The latter incidents revealed both the risks and the vulnerabilities 
associated with life sciences research of dual use potential. Given the risks, many within the 
scientific community have argued that scientists themselves must lead the way in developing 
and instituting measures to raise awareness about—and inculcate responsibility for—dual use 
research. Among these measures are codes of conduct. Although codes, whether of ethics or 
of conduct, have been utilized in differing domains, in the context of dual use research, they 
often raise questions of what, why, and how: in what should a code of conduct consist, why are 
codes of conduct useful in dual use research, and how might a code of conduct in the context 
be formulated, disseminated, and sustained? 


The first NSABB Working Group on codes of conduct, established in 2005, produced a set of 
“considerations in developing a code of conduct,” presented as Appendix 3 to the NSABB’s June 
2007 Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for 


* NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the Potential 
Misuse of Research Information (National Institutes of Health, June 2007), 
oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07. pdf. 


Minimizing the Potential Misuse of Research Information.’ With these considerations, NSABB 
sought to spell out the potential content for any given code of conduct by identifying key 
individual, group, and institutional responsibilities at each phase of the research process; it 
thereby addressed the questions of what a code of conduct might consist in and why a code is 
justified as a tool in cultivating awareness and responsibility for dual use research among 
scientists. The Working Group activities that led to the development of the considerations are 
described and summarized in Part | of this report. 


Created in March 2010, the second Working Group on codes of conduct has sought to address 
the question of how a code of conduct can be formulated, disseminated, and sustained as a 
living document and force in the promotion of awareness and responsibility. The activities the 
Working Group has undertaken in this effort—a survey, a literature review, and a roundtable— 
are described in Part Il. 


Parts Ill and IV present the culmination and chief outcomes of these activities: a code of 
conduct toolkit and an educational module. In assembling the toolkit and the module, the 
Working Group set out from two basic assumptions about codes of conduct: first, developing 
and implementing a code of conduct is ideally a voluntary, grass roots activity, freely 
undertaken by scientists in any context, be it a professional society, an industrial entity, or an 
academic institution; and second, a code of conduct is optimally used for the purposes of 
educating and raising awareness among scientists. With these assumptions as its conceptual 
foundation, the toolkit goes on to provide a series of tools that are adaptable to different 
settings, including background on the dual use issue and tools for getting started, for 
formulating a code, for disseminating a code and for evaluating a code within the broader 
context of initiatives aimed at the creation of cultures of responsibility in dual use research. 


: NSABB, Appendix 3, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the 
Potential Misuse of Research Information (National Institutes of Health, June 2007), 
oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07.pdf. 


Introduction 


The scientific community, governmental authorities, and the public have raised the concern 
that life sciences research conducted for legitimate scientific purposes could be misused for 
harmful purposes. This type of research is known as dual use research (DUR). To help address 
concerns regarding DUR, certain scientific and professional societies have advocated the use of 
codes of conduct as a way to guide scientists’ work. 


The United States Government established the National Science Advisory Board for Biosecurity 
(NSABB) to provide advice on oversight of dual use life science research. According to the 
Board’s current charter, one key function of the NSABB is to “advise on the development, 
utilization and promotion of codes of conduct to interdisciplinary life scientists, and relevant 
professional groups.” 


In its Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for 
Minimizing the Potential Misuse of Research Information (June 2007), the NSABB articulated 
“considerations in developing a code of conduct for dual use research in the life sciences,” 
which includes a set of core responsibilities regarding dual use research of concern and a 
comprehensive delineation of responsibilities in the research process.” 


Building on these accomplishments, and in response to the Board’s charter in 2010, the NSABB 
established a Working Group, the Codes of Conduct Workgroup (CCWG). The CCWG’s task is to 
promote the dissemination, awareness, and adoption of codes of conduct by academic 
institutions as well as by professional societies and individuals engaged in dual use research. 


To fulfill the requirements of this task, the CCWG undertook several objective-driven initiatives: 


1) In order to provide an assessment of “the state of the issue,” that is, the extent to which 
professional societies and institutions have adopted—or are considering the adoption of — 
codes of conduct, the CCWG, with support from National Institutes of Health’s (NIH) Office 
of Biotechnology Activities (OBA) staff, surveyed scientific associations and academic 
institutions. 

2) In order to identify barriers to the formulation and dissemination of codes, along with 
strategies for the effective accomplishment of these ends, the CCWG, with support from 
NIH/OBA staff, reviewed the scholarly literature. In addition, and with the same objective in 
mind, the Working Group convened a roundtable in which representatives of professional 
societies, academic institutions, and industry discussed the problems with and potential for 
codes of conduct in dual use research. 


> NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the Potential 
Misuse of Research Information (National Institutes of Health, June 2007), 
oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_ Sept07.pdf. 

. NSABB, Appendix 3, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the 
Potential Misuse of Research Information (National Institutes of Health, June 2007), 
oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_ Sept07.pdf. 


The Purpose of this Report 


This report describes the activities of the NSABB’s two Working Groups on Codes of Conduct 
and the second Working Group’s principal outcomes, i.e., a code of conduct toolkit and an 
educational module for use by institutions and scientific associations with an interest in 
formulating and disseminating codes of conduct. 


Early on in its deliberations, the second NSABB Working Group on Codes of Conduct reached 
agreement on two basic assumptions that then informed the remainder of its work, especially 
the content and objectives of the toolkit and the educational module: first, developing and 
implementing a code of conduct is ideally a voluntary, grass roots activity, freely undertaken by 
scientists in any context, be it a professional society, an industrial entity, or an academic 
institution; and second, a code of conduct is optimally used for the purposes of educating and 
raising awareness among scientists. 


In the course of its deliberations, research, and consultations, the Working Group reached a 
number of conclusions and findings about codes of conduct—conclusions and findings that 
have been incorporated into the toolkit presented in Part Ill. These conclusions and findings 
are: 


1. Codes of conduct can be effective in raising awareness about dual use research. 


2. Thevery process of formulating and developing a code of conduct is rich in opportunities 
for educating and raising awareness about dual use research. 


3. As such, that process should be designed to engage as many stakeholders as possible. 


4. Disseminating a code of conduct is not simply a process of distributing the code to affected 
parties; it is also a process of ensuring that the code will be a “living” document and, as 
such, a vital force in shaping the day-to-day moral behavior of scientists in a given context. 
To achieve this aim, the following points should be considered: 

=" To make a code effective, strong institutional commitment is needed. This entails that 
sufficient resources would need to be allocated for developing and disseminating the 
code. 

= A successful code also depends on a strong commitment by individuals who undertake 
the responsibility for “championing” the code and for disseminating it throughout the 
institution. Institutions should identify such individuals. 

= Allocation of time for discussing the code is required. Multiple existing venues can be 
used, for example, student orientation sessions, faculty meetings, lab meetings, RCR 
courses, conferences, and workshops, etc. 


5. The advantage of utilizing codes in an educational setting is that in these settings a code 
could be used as a guide for addressing real life case studies. 


6. To maintain their effectiveness and relevance over time, codes should be revised and 
updated on an ongoing basis. 


These findings and conclusions have relevance in any organization, i.e., academic institutions, 
scientific associations, and industry. In any one setting or context, however, they should be 
“applied” with care and sensitivity, especially to the particular needs and features of that 
context. An obvious example is this: academic institutions and scientific associations are 
different in many respects and strategies for developing and disseminating a code of conduct 
should be designed accordingly. 


Part I: The Activities and Accomplishments of the First NSABB Working 
Group on Codes of Conduct 


The first NSABB Working Group on Codes of Conduct (i.e., the CCWG) invested significant effort 
in evaluating the status of codes of conduct in general, their utility, and how best to formulate 
them. Its activities and the outcomes of those activities have provided the foundation for the 
subsequent efforts of the second Working Group on Codes of Conduct. 


The charge and objectives of the first Working Group were two-fold. First, the Board’s initial 
charter specifically stated that NSABB will “provide recommendations on the development of a 
code of conduct for scientists and laboratory workers that can be adopted by professional 
organizations and institutions engaged in the performance of life science research.” Second, 
the Working Group will develop standards and principles that can be incorporated into a formal 
educational and training program to cultivate awareness and appreciation for codes of conduct 
in the life sciences disciplines. 


To fulfill the charge, the Working Group pursued three key activities: (1) it conducted a survey 
of codes of conduct; (2) it formed and consulted with focus groups of ethicists, scientists, and 
others, especially with the aim of identifying elements of a code; and (3) it formulated a set of 
considerations in the development of codes of conduct. 


A. The survey: 


Before formulating its recommendation on the utility of codes of conduct, the Working Group 
embarked on an extensive survey on existing codes with the aim of clarifying the kinds of codes 
of conduct then in use, their components, their differing uses, and the types of organizations 
that have adopted them. The survey gathered the necessary background knowledge to inform 
the Working Group’s development of a template code of conduct. 


? Department of Health and Human Services, National Science Advisory Board for Biosecurity Charter — Revised, March 16, 
2006. 


Seventy codes were selected for analysis and inclusion, on the basis of content, type of 
organization, and applicability to the scope of biosecurity in the life sciences. Preference was 
given to codes with well defined elements, and to organizations with large or national 
memberships. The intent was to include a sufficient number of domestic and international 
codes of comparable scope originating from a variety of disciplines and professions. 


Notable Elements: During the analysis, certain elements were identified in the codes that are 

considered noteworthy in terms of preparing a code of conduct for dual use research in the life 

sciences. These elements included: 

= National Security: Three codes addressed national security concerns. 

= Resources: Several of the codes included requirements for the proper use of funding or 
institutional resources, such as equipment, supplies, laboratory, or office facilities. 

= Training: Although, only one of the codes specified that a mentor must be identified for all 
trainees and provided specific expectations for that mentor’s role, many of the codes 
addressed the education of future generations, with some specifically requiring ethical 
training. 

= Dual Use: Two codes specifically contained text that alluded to dual use dilemmas within 
particular fields of study. 

= Communication: Many of the codes surveyed contained statements requiring members to 
be truthful when communicating with the public about the organization or the field of 
study, and even more contained statements regarding a responsibility to inform and 
educate the public on matters fundamental to the field or organization. 

= Review Practices: Many of the codes described a process for convening an ethical review 
body to review and arbitrate violations of the code, and several acknowledged that the 
code is a “living document” that is subject to revision and “adaptable and relevant to new 
situations as they occur.” 


Basic Considerations in Code Development: Based on the survey results, it appears that 
although the mere existence of a code of conduct may lay the foundation for ethical standards 
within an organization, it does not guarantee compliance. The content of the code, the degree 
to which leadership is committed to the code, and the degree to which it becomes embedded 
in the organization’s standard operations are all critical to the effectiveness of the code in 
reducing unethical behavior. It is also important to recognize that codes are not intended to be 
static documents and should be developed with sufficient flexibility to encourage review and 
revision by the sponsoring group as responsibilities, expectations, and biotechnologies evolve. 


The survey helped the Working Group crystallize some findings with regard to developing and 

disseminating codes of conduct, including: 

=" Code language should be simple, concise, and readily understood by all persons affected. 

= The code should state expected behaviors and avoid a legalistic tone, unless legal 
restrictions apply. Codes do not supersede existing regulations or ordinances, but they may 
elevate the ethical norms beyond the minimum expectations outlined by law. 

= The code should be sufficiently general and global in scope. 


= In recognition that a single issue may have multiple perspectives and consequences, the 
code should be written, reviewed, and edited by a multidisciplinary team, including 
members of the public, to ensure consistency with other communications and policies that 
may be in effect and to facilitate acceptance by the affected constituents. 

= Although it is difficult to fully anticipate all the consequences of an activity, all relevant risk 
areas with appropriate plans for abatement should be considered prior to initiation. 

=" Codes should be revised and updated to reflect changes in professional values and advances 
in technology. 

=» When considering the development of a code, an evaluation component and objective 
criteria should be included. 


Content Considerations: The survey also helped in identifying appropriate content for codes of 

conduct. Although the specific content of a code varies according to the purpose, intended 

audience, and sponsoring organization, almost every code should include some standard 

components: 

= An introductory section that sets a tone and emphasizes the importance of ethics and 
compliance. 

=" Guiding principles that articulate the profession’s underlying core values and guiding 
principles to the highest degree possible. 

= Models for decision making to assist an individual in making the right choice about a 
possible course of action. Such constructs can contain straightforward examples or a 
decision framework to guide the individual in making a decision. 

= Provisions for dissemination of the code to appropriate audiences and recommendations 
for the proper education and training of these individuals. 

= Procedures for reporting suspected misconduct and advice on mechanisms for the 
protection from retribution of those who report violations. 

=» Implementation mechanisms to establish individual and organizational accountability and 
enforcement procedures to censure unethical behavior. 

# A listing of any additional ethics and compliance resources with applicable supplementary 
policies and procedures. 

# Alist of available educational and training resources. 


The survey and its lessons remain a valuable resource that can be consulted when deciding to 
pursue a code of conduct for dual use research. These lessons were incorporated into the 
Second Working Group’s efforts. 


B. Focus Groups: 


The second task the first Working Group undertook was to solicit input from focus groups for 
the purpose of developing a draft code. Participants in these focus groups included practicing 
scientists, administrators, leaders of scientific and professional organizations, local oversight 
personnel, and ethicists. General attitudes towards codes and dual use research concerns were 
sampled. 


Most participants had experience with codes and found that they had a positive impact 
personally. One issue of particular relevance to the current context is the mixed views about 
the level of detail that is helpful in a code of conduct. In general, codes that are detailed might 
provide concrete guidance but would fail to apply when new circumstances arise. More 
general codes have the advantage of leaving room for interpretation as they direct attention to 
the major concerns. However, such codes do not give specific guidance which is often needed. 


Opinions of participants also varied regarding the ability of codes to influence behavior. There 
was a general agreement that those who intend to do wrong will not be deterred by a code. 
For others, one of the main contributions of a code is that it can be helpful in clarifying or 
reinforcing behavioral principles, particularly for those inexperienced in research or in contexts 
where the standards may not be obvious. Moreover, participants expressed the view that a 
code can make good people better. 


Many participants agreed that a code would be an effective tool to raise awareness about “Dual 
use” research concerns in the life sciences. Three specific benefits were mentioned: a code can 
catalyze discussion in the community about dual use, it can serve as an educational tool for 
individuals, and it can enhance sensitivity to the possible misuse of research results. 


Focus Groups were also asked about what a code should include, they suggested that in 

general, a code of conduct should: 

= include principles unified by a clear underlying philosophy regarding the dual use research 
concern; 

=" add value and not redundancy to the body of existing codes in the life sciences; 

=» have aclear scope, including specific target audiences; 

= be concise and compelling; 

= articulate realistic expectations; 

=» have a peer-oriented voice, speaking to scientists as professionals; and 

= be positive in tone and convey the value of the scientific endeavor. 


Based on the results of the survey and the focus groups, the Working Group formulated a set of 
considerations in developing a code of conduct. 


Cc; Considerations in Developing a Code of Conduct 


A pivotal challenge in formulating a code of conduct for dual use research is determining the 
specific content of the document. To help interested individuals and groups meet this 
challenge, the first NSABB Working Group sought to catalog and delineate all of the 
responsibilities inherent in every phase of the process of scientific research. The results of this 
effort were presented as Appendix 3 to the NSABB’s June 2007 report, entitled Proposed 


Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the 
Potential Misuse of Research Information.° 


In addition to describing the utility and potential applications of a code of conduct, the 
considerations articulate a set of core responsibilities related to dual use research, along with 
an additional responsibilities specific to the various phases of the research process and research 
related activities. The core set of responsibilities and delineation of specific responsibilities 
offer interested individuals and groups several potential uses: they may be adopted verbatim, 
modified, or used as the basis for a code of conduct in dual use research. 


CORE RESPONSIBILITIES OF LIFE SCIENTISTS IN REGARD TO DUAL USE RESEARCH OF CONCERN 
Life sciences research is a critically important endeavor that has benefited society by advancing 
our understanding of living systems. Critical to the future of scientific progress and freedom is 
the preservation of public trust and support, which scientists have earned through their 
attention to responsible research practice. Despite a scientist’s conscientious approach to 
research conduct, the knowledge, products, or technologies derived from some life sciences 
research may be misused to pose a threat to public health, agriculture, plants, animals, the 
environment, or materiel. Research with this potential is known as “dual use research of 
concern.” 


Individuals involved in any stage of life sciences research have an ethical obligation to 
avoid or minimize the risks and harm that could result from malevolent use of research 
outcomes. 


Toward that end, scientists should: 

e assess their own research efforts for dual use potential and report as appropriate; 

e seek to stay informed of literature, guidance, and requirements related to dual use 
research; 

e train others to identify dual use research of concern, manage it appropriately, and 
communicate it responsibly; 

e serve as role models of responsible behavior, especially when involved in research that 
meets the criteria for dual use research of concern; and 

e be alert to potential misuse of research. 


RESPONSIBILITIES IN THE RESEARCH PROCESS 

Research is a complex, iterative process, and the potential for dual use may be recognized at 
many junctures and through different activities. Consequently, while it is valuable to be 
mindful of the core responsibilities articulated above, those involved in life sciences research 


© NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing the Potential 
Misuse of Research Information (National Institutes of Health, June 2007), 
oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07.pdf. 


may also benefit from a more specific review of their responsibilities in regard to dual use 
research of concern. 


Proposing Research 
When designing and proposing research, the ethical responsibilities of life scientists include: 


1. 


Considering whether the knowledge, products, or technology resulting from the research 
could be deliberately misused to endanger public health, agriculture, plants, animals, the 
environment, or materiel; 

Striving to design research that promotes beneficial scientific advances, while avoiding or 
minimizing elements of study design that raise concerns about dual use; 

Weighing carefully the benefits of study elements presenting dual use concerns that cannot 
be completely eliminated against the harm that could occur through their deliberate 
misuse; and 

Considering ways to modify the research design to manage and mitigate potential misuse 
when it is clear that the benefits of the research with dual use potential outweigh the 
potential harm. 


Managing Research 
The ethical responsibilities of persons who manage research programs, whether within the 
public or private sector, include: 


1. 


Promoting awareness of dual use research of concern and the ethical responsibilities it 
entails; 

Developing and maintaining systems, policies, and training to ensure that dual use research 
of concern is identified and managed appropriately; and 

Implementing federal, state, and other appropriate guidelines specific to dual use research 
of concern. 


Reviewing Research 
The ethical responsibilities of those responsible for establishing and managing the 
review process (e.g., funding agencies) include the following: 


1. 


Ensuring that when research proposals are reviewed, appropriate systems are in place to 
identify the possibility of dual use research of concern and to address related issues. 
Examples of common means of reviewing research proposals include Institutional Animal 
Care and Use Committees (IACUCs), Institutional Biosafety Committees (IBCs), Institutional 
Review Boards (IRBs), and peer review groups. 

Ensuring that both researchers and reviewers are knowledgeable of, and adhere to, all 
ethical, institutional, and legal requirements that apply to the review of possible dual use 
research of concern. 

Reconsidering institutional review systems periodically to ensure that they reflect current 
criteria defining dual use research of concern and are consistent with applicable federal and 
state guidelines. 
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The ethical responsibilities of individuals serving on peer review groups or otherwise engaged in 

research review include: 

1. Becoming well educated about dual use research of concern and related ethical, legal, and 
institutional requirements, as well as applicable federal and state guidelines; 

2. Being mindful during the review process of whether the research could meet the criteria for 
dual use research of concern; and 

3. Using methods in keeping with the reviewer's charge and context to make appropriate 
people aware that the research being reviewed meets the criteria for dual use research of 
concern. 


Conducting Research 

The ethical responsibilities of life scientists engaged in research include: 

1. Observing safe practices’ and ethical behaviors in the laboratory, clinic, field, and classroom 
and ensuring that subordinate personnel do so as well; 

2. Using appropriate security measures and continually reassessing their adequacy as concerns 

about potential misuse evolve; 

Observing applicable guidelines for the responsible conduct of dual use research of concern; 

4. Being attentive to the dual use potential of the knowledge, products, or technology 
resulting from research activities as they emerge; and 

5. Alerting responsible institutional officials when dual use research of concern is identified 
and when decisions must be made to manage associated risks. 


= 


Collaborating on Research 

Research endeavors frequently involve the participation and cooperation of multiple 

laboratories and disciplines, which can be subject to different management, codes of conduct, 

cultural values, or operating procedures. Besides the ethical responsibilities associated with 
conducting research, scientists involved in such collaborations have the additional obligations 
of: 

1. Engaging in open dialog regarding whether knowledge, products, or technology resulting 
from the research could be considered dual use research of concern; when such research is 
pursued, ensuring that all parties are aware of their ethical responsibilities. 

2. Agreeing on specifically assigned responsibilities to ensure ethical oversight of all aspects of 
research with dual research potential, including its outcomes. 

3. Considering and respecting expressions of concern regarding the possible dual use of 
knowledge, products, or technology resulting from the research and ensuring that these 
concerns are raised with those charged with responsibility for research oversight. 

4. Considering appropriate measures to reduce or eliminate risks to public health, agriculture, 
plants, animals, the environment, or materiel resulting from the research project. 

5. Maintaining a current awareness of national and international standards and policies 

regarding dual use research of concern. 


’ Safe la boratory practices are embodied in such documents as CDC-NIH Biosafety in Microbiological and Biomedical 
Laboratories (www.cdc.gov/od/ohs/biosfty/bmbI5/bmbI5toc.htm), N/H Guidelines for Research Involving Recombinant DNA 
Molecules (www4.od.nih.gov/oba/rac/guidelines/guidelines.html), and Biological Safety: Principles and Practices (ASM 
Press, www.asm.org/), and applicable occupational and safety regulations and standards. 
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Communicating the Results of Dual Use Research of Concern 

Regardless of the stage of the research process and the form of the communication, 

those involved in communications regarding knowledge, products, or technology that 

can be considered dual use research of concern have the following ethical 

responsibilities: 

1. Being aware of ethical and legal considerations relevant to communications regarding 
knowledge, products, or technology that can be considered dual use research of concern. 

2. Analyzing potential risks to public health, agriculture, plants, animals, the environment, or 
materiel that could result from research-related communications, balancing them against 
the potential benefits. 

3. Considering options for communication that may reduce or eliminate risks when 
communicating information with dual use potential is clearly warranted by its benefits. 
Examples of mitigating strategies may include a delay in releasing the information, the 
addition of appropriate contextual information, or communicating the information to a 
more limited audience. 


Scientific Education and Mentorship 

Practicing scientists who serve as role models to developing scientists (e.g., their 

trainees, students, and staff) have the following ethical responsibilities: 

1. Raising developing scientists’ awareness of what constitutes dual use research of concern 
and why it matters; 

2. Informing developing scientists of their ethical, legal, and institutional responsibilities when 
engaged in dual use research of concern, as well as applicable federal and state guidelines; 
and 
3. Encouraging open and respectful discussion of issues related to dual use research of 

concern, including whether or not a particular project could be considered dual use 
research of concern. 
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Part Il: 


The Activities and Accomplishments of the Second NSABB Working 
Group on Codes of Conduct 


A. Working Group Charge 


In its current charter, the NSABB charge included the provision to, “advise on the development, 
utilization and promotion of codes of conduct to life scientists and relevant professional 
groups."” This basic charge was expanded by the Codes of Conduct Working Group to include 
specific tasks that are intended to promote the dissemination, awareness, and adoption of 
codes of conduct in specific venues such as in academic institutions or professional societies, 
and among individuals engaged in dual use research. 


Specifically, the Working Group’s tasks are to: 


1) Advise on ways to promote the adoption of Codes by academic institutions and scientific 
societies; and 


2) Provide guidance on how to maintain Codes’ effectiveness and relevance over time. 


To achieve these tasks, the Working Group reviewed previous NSABB work addressing codes of 
conduct (see Part |), and conducted a survey of existing codes among professional societies and 
institutions and a literature review. Based on the findings of the previous Working Group, and 
the 2010 survey and literature review, a Roundtable was held in October 2010. The 
Roundtable’s goal was to gather input from relevant Working Group members, researchers in 
the life sciences, and representatives of the Office of Research Integrity’s Responsible Conduct 
of Research (RCR) programs regarding best practices for promoting and adopting codes of 
conduct by academic institutions and scientific societies. 


B. Survey of Professional Societies 


To prepare for the October 2010 Roundtable, NSABB staff conducted an online survey in 2010 
to identify organizations with DUR-related codes. The survey was intended to update the 2006 
list of existing society and institutional codes of conduct, ascertain how many relate specifically 
to DUR, and to help identify questions for exploration at the Roundtable of the barriers or 
challenges the societies or institutions experienced in the process of adopting codes of conduct. 
The survey was conducted as an environmental assessment of scientific societies and 
professional organizations and, initially, did not involve direct contact with any of the 
organizations surveyed. However, several of the organizations with codes of conduct were 


Department of Health and Human Services, National Science Advisory Board for Biosecurity Charter, March 10, 2010, available 
at oba.od.nih.gov/biosecurity/PDF/NSABB%202010%20Charter_Renewal%20. pdf. 
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subsequently invited to participate in the Roundtable to provide additional information about 
their code and the process of its development. 


Organizations were surveyed based on the 2006 survey and also included societies identified 
through the activities of the first Working Group. However, there are limitations to the amount 
of information the survey provides as it did not involve follow up questions or other direct 
contact with societies or associations, was conducted online, and it did not include academic 
institutional codes of conduct, where much of the dual use research is conducted. In addition, 
the survey did not reveal how scientific societies promote, disseminate or use their codes, 
whether there are sanctions for members, or whether society members even know about these 
codes or use them. 


The survey included 50 associations and found that 20 societies had either a general code of 
conduct or statements related to ethics, and 14 had either a specific code devoted to dual use 
research, statements on social responsibility or bio-security, or statements indicating their 
intention to develop a code (see Appendix H). Those with specific codes relating to dual use 
research include the American Society of Microbiology (ASM), the American Phytopathological 
Society (APS), and the American Medical Association (AMA). ASM, for example, adopted a 
Code of Ethics in 1988 that was revised in 2000 and that contains sections that specifically “seek 
to discourage ASM members from activities that involve misuse of microbiology."” Following 
the terrorist incidents of 2001, ASM made further revisions to its code and, by 2005, had 
adopted specific policies and procedures establishing “that it is the responsibility of 
microbiologists to conduct research that is beneficial to humankind and that openness of 
research activities provides the transparency necessary to help prevent activities that could 
result in the misuse of microorganisms as biological weapons.” 


Those with a statement of social responsibility include the Society of Toxicology and the 
Biotechnology Industry Organization (BIO). The BIO’s statement is of particular note, as it 
represents the international biotechnology industry’s response to the issue of dual use 
research, and the commitment of an important partner with academia and professional 
societies in promoting awareness of DUR. Although not designated as a code of conduct, their 
statement notes the organization’s commitment to “the socially responsible use of 
biotechnology to save or improve lives, improve the quality and abundance of food, and protect 
our environment.”*” The BIO board of directors adopted this Statement of Ethical Principles, 
established a standing committee on bioethics in 2006, and continues to refine “a 
comprehensive vision of ways to ensure biotechnology is used for the betterment of 
humankind and not abused.” 


? American Society for Microbiology, Code of Ethics, 2005, available at 
www.asm.org/ccLibraryFiles/FILENAME/000000001596/ASMCodeofEthics05. pdf. 
10 . 

Ibid 
= Biotechnology Industry Organization (BIO), Ethics - BIO is committed to the socially responsible use of biotechnology, available 
at www.bio.org/articles/ethics. 
* Ibid. 
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In addition to the 14 associations with codes or statements, 3 societies (the Institute of 
Medicine, the American Association for the Advancement of Science, and the Federation of 
American Scientists) have organized conferences, created resources, or initiated projects on 
dual use research. The FAS, for example, has developed educational tools on its website 
(www.fas.org/biosecurity/education/dualuse/) that include case studies in dual use for 
biological research. These case studies are provided in three languages and “help define the 
issues associated with “dual-use” research and security in the research lab” and “include 
interviews with researchers whose legitimate scientific work could potentially be used for 
questionable or harmful endeavors, as well as a historical perspective on their research, 
bioterrorism, and research regulations." The AAAS has also actively engaged its members on 
the topic of DUR; this includes organizing symposia, such as the 2010 forum on Minimizing the 
Risks of Synthetic DNA, developing an online database of existing resources and programs for 
educating practicing scientists about dual use life sciences research,’ and the dissemination of 
professional and graduate-level programs on DUR and biosecurity through its Center for 
Science, Technology and Security Policy for scientists working in the biological sciences 
(cstsp.aaas.org/dualuse.html). In addition, the AAAS participated in 2007 in a collaborative 
effort with the National Research Council to survey attitudes and actions on DUR in the life 
sciences. ° The survey yielded some of the first empirical data on US life scientists’ views about 
the potential misuse of legitimate scientific research and also explored actions scientists might 
support to reduce the risk of misuse of research. 


The findings of the 2010 survey demonstrate a heightened interest among many scientific 
societies and associations about DUR and a broader commitment to address members’ 
responsibilities for dual use potential throughout the research process. As compared to the 
results from the 2006 survey, which identified only 5 societies with codes on DUR, by 2010 
there had been a notable increase in the development of codes and resources focused on DUR 
related issues. In addition, since 2006 there has been an increase in the number of 
conferences, workshops and symposia focused on this topic. These fora have served as 
effective venues for disseminating the message about DUR among life scientists and 
bioengineers, and provided opportunities to reach out to related disciplines, such as non-life 
scientists and do-it-yourself biologists, whose activities also have a dual use potential. 


Analysis of the survey results led to the development of topics and questions for the 
Roundtable. In addition, since the survey had focused on professional societies and 
associations and some understanding of the state of codes among those groups had been 
obtained, the Roundtable invitees included academic representatives and those who teach 


** Federation of American Scientists, Case Studies in Dual Use biological Research, 
www.fas.org/biosecurity/education/dualuse/index.html 

“ The American Association for the Advancement of Science, Minimizing the Risks of Synthetic DNA, available at 
http://cstsp.aaas.org/content.html?contentid=2299 





*° The American Association for the Advancement of Science, Educational Programs for Scientists on the dual use dilemma, 
available at:_ http://cstsp.aaas.org/dualuse.html 

*° Committee on Assessing Fundamental Attitudes of Life Scientists as a Basis for Biosecurity Education, National Research 
Council, A Survey of Attitudes and Actions on Dual Use Research in the Life Sciences: A Collaborative Effort of the National 
Research Council and the American Association for the Advancement of Science (National Academies Press, 2009). 
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Responsible Conduct of Research (RCR). By including individuals responsible for training 
academic personnel in RCR, the Working Group charge to promote development of codes of 
conduct among societies as well as in academia would be fulfilled, as would the charge to 
develop standards and principles for incorporation in formal education and training programs. 


C. Literature Review 


Aims and Methodology: A review was conducted in PubMed of peer-reviewed articles, 
professional society and governmental websites, and scientific news articles to identify relevant 
information on the history and implementation of codes of conduct. This included a review of 
articles describing the specific development of a code of conduct for dual use research, the 
legal, cultural and behavioral aspects affecting implementation of a code for dual use research 
in the United States, and case studies of how codes were implemented in other countries and 
the lessons learned from those experiences. The information obtained through the review was 
intended to help identify relevant topics for further exploration at the Roundtable and to 
inform Working Group members of historical and recent activities related to code of conduct 
development. Forty articles were chosen and reviewed to ascertain relevant themes and topics 
pertinent to current NSABB efforts to promote the adoption of codes of conduct for dual use 
research (see Appendix A — Bibliography of Selected Articles). 


Themes and Topics: Major themes that emerged from the review included the historical 
context and justification for why codes were first developed, the types and utility of various 
codes and their intended purposes, the relation of codes to the conduct of science and to the 
regulatory and cultural context in different countries, the identification of gaps in existing codes 
and best practices, and, most importantly in terms of the NSABB aims, how to implement codes 
in various venues. Examples and details of these themes include: 


e Historical background: Many of the articles situated codes of conduct in the context of the 
development of the scientific process and as a manifestation of science as a self-regulating 
culture with implicit notions of professional behavior. Atlas proposes that “from the 
inception of modern science, the community of scientists acknowledged that it needed to 
act responsibly to protect the public against potentially dangerous scientific information,” ”’ 
and cites Sir Francis Bacon (1626) as one historical example of the philosophical basis for a 
code of conduct, 


And this we do also: we have consultations, which of the inventions and 
experiences which we have discovered shall be published, and which not; 
and take all an oath of secrecy for the concealing of those which we think fit 
to keep secret; though some of those we do reveal sometime to the State, 
and some not. ® 


”” Atlas RM “Responsible conduct by life scientists in an age of terrorism,” Sci Eng Ethics. 2009 Sep;15(3):293-301. 
18 : 
Ibid. 
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These articles note other precedents and historical codes of ethics and conduct, such as the 
Nuremberg Code, and the emergence of formalized bioethical considerations of scientific 
activities, particularly in the U.S., as other essential contextual elements leading to current 
efforts to develop codes of conduct. 


e Justification for development of a code for dual use research: The historical context 
leading to a heightened interest in code development is explored in several articles, all of 
which mention the impetus of recent events such as 9/11 and anthrax-laced letters, or cite 
examples of dual use research, such as adapting pathogens to be drug-resistant. 


“While emerging technologies have the potential for many benefits, they also tend to be 
dual-use, capable of both good and pernicious applications....[and] the progress of 
scientific research may reach a point where the results could have devastating 
consequences (so called “existential” or “catastrophic” risks). Such catastrophic risks 
have only become apparent in recent decades, and create a new and compelling case 
for restricting some types of scientific research.”*” 


These articles justify code development as one mechanism to increase awareness of the 
potential for bioterrorist threats, and as a non-traditional tool to regulate problematic 
scientific research. One article situates the development of codes within “the context of the 
basic conflict between the freedom of science and the duty to avoid causing harm” and as 
an ethical problem wherein the “freedom of science conflicts with other values”.”” Many of 
these articles provide a timeline of the recent activities that underlie code development, 
including the formation of the Biological and Toxic Weapon Convention (BTWC), the 
Biological Weapons Anti-Terrorism Act of 1989, the National Research Council 2004 report 
on Biotechnology Research in an Age of Terrorism, establishment of NSABB, the 
Interacademy Panel on International Issues (IAP), and other governmental responses to 


threats of terrorism, biological weapons, and the potential for dual use research. 


e Types of Codes/Utility of Codes: Several articles delineate codes by type. Three basic 
types of codes are proposed by Brian Rappert as serving specific purposes and functions.” 
This includes aspirational codes that propose principles, educational codes that provide 
guidelines, and enforceable codes that are embedded within wider systems of professional 
and legal regulations. Rappert distinguishes between and among advocacy codes that 
provide general life science principles, adopted codes with “elements specific to matters of 
biosecurity and biological weapons,” and advisory codes which is language that is 
developed by international scientific societies for inclusion into other existing codes.” 


Types of Codes 


*? Marchant GE, Pope LL, “The problems with forbidding science,” Sci Eng Ethics, 2009 Sep;15(3):375-94. 

*° Ehni H-J, “Dual use and the ethical responsibility of scientists,” Arch. Immunol. Ther. Exp. 2008, 56:147-152. 

. Rappert B, “Responsibility in the life sciences: assessing the role of professional codes,” Biosecur Bioterror. 2004;2(3):164-74. 
Rappert B, “Coding ethical behaviour: the challenges of biological weapons,” Sci Eng Ethics. 2003 Oct;9(4):453-70. 

= Rappert B, “Codes of conduct and biological weapons: an in-process assessment,” Biosecur Bioterror. 2007 Jun;5(2):145-54. 
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Aspirational codes’ | Philosophical — set out ideals that practitioners should uphold 


Awareness raising — provide guidelines suggesting how to act 
Educational codes BoP 56 
appropriately 
Regulating - seek to codify what counts as acceptable behavior 
Enforceable codes 6 j y : E 
and delineate illegal or sanctionable behavior 


Advocacy codes Principles for the life sciences 


Adopted codes Principles specifically related to biosecurity and biological 
weapons 
Advisory codes Language for inclusion into existing codes 


Several other authors reference Rappert’s categories and explore the relation between the 
intended goal of a code and the specific functions they are supposed to fill, and provide 
useful information for how to design and implement an effective code. 





“If the primary goal is to educate new as well as current members of a discipline about 
what is expected in a societal role or professional capacity, then an ethics code should 
have practical use. In other words, it should be capable of providing researchers or 
professionals with guidance on the correct course of action in particular cases. Ifa 
professional code is intended to be enforceable, it should include procedures for 
handling allegations of misconduct or unethical behavior.”° 


The articles also explore the general utility of codes and the advantages of the different 
approaches to “presenting ethical principles in different formats....the less detailed codes of 
conduct can articulate the profession’s most important ethical precepts, while the more- 
detailed codes can provide the context and detail needed to apply ethical standards to real 
life circumstances.”~" Ultimately, the utility of a specific code may be whether it addresses 
“questions about who needs to do what and how to reduce security concerns.”~ 


e Relation of codes to conduct of science: Codes of conduct for scientific research are 
proposed as an analogue to the Hippocratic Oath for physicians, and “send important 
signals to scientists about professionalism in the practice of a discipline; codes make explicit 
many tacit assumptions about scientific practice; and codes convey a rejection of improper 
research behavior”.”° Articles propose implementing codes as Standard Operating 
Procedures in laboratories, discuss the culture of mentorship in science, and the influence 
of this type of relationship on the adoption of new guidelines. Several articles provide 
arguments that address some of the perceived barriers to developing or implementing 


*? Bullock M, Panicker S, “Ethics for all: differences across scientific society codes,” Sci Eng Ethics. 2003 Apr;9(2):159-70. 

*" Iverson M, Frankel MS, Siang S, “Scientific societies and research integrity: what are they doing and how well are they doing 
it?” Sci Eng Ethics. 2003 Apr;9(2):141-58. 

os Rappert B, “Codes of conduct and biological weapons: an in-process assessment,” Biosecur Bioterror. 2007 Jun;5(2):145-54. 
*° Association of American Medical Colleges, Developing a Code of Ethics in Research: A Guide for Scientific Societies, 1997. 
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codes, such as their lack of enforcement. For example, Frankel and Bird, propose that when 
developed by scientific societies, a code becomes a part of the 


... hidden curriculum, i.e., what individuals learn implicitly from observing the actions of 
others and reflects the recognition that professional societies are the ideal setting in 
which peers can clarify their professional standards and values, make explicit their 
expectations regarding colleague’s behavior, and influence each other to conform.” 


The articles delineate the structural components of scientific institutions within which codes 
operate. These structural components include the inter-related responsibilities for dual use 
research among individuals (researchers, lab technicians, and administrative staff) and 
academic units, and the larger framework provided by Federal, State, and local regulations, 
certification and licensing requirements of funding entities, professional society standards, 
and international conventions. The development of codes is envisioned by these authors as 
one means of establishing “a discipline’s norms and traditions” and for “codifying the 
community’s conventions and standards." In addition, 


..the research community [could] demonstrate, through its various professional and 
scientific associations, a clear and tangible concern about the integrity of federally- 
funded research programs. Codes.....are an important embodiment of this concern and, 
apart from leading to more responsible behavior, they may offer convincing evidence of 
the research community’s intent to use federal resources responsibly.”® 


e Relation of codes to legal/regulatory frameworks: Several of the articles explored how 
even non-enforceable codes have become ‘codified’ in law, and often represent the only 
written guidance on a particular topic. 


A court’s inclusion of a professional standard or guideline in its analysis may result in the 
professional norm’s becoming the legally accepted standard of care; particularly in cases 
where “clinical practice guidelines help courts discern whether professional conduct was 
reasonable and consistent with accepted practices." In such cases, “ethics codes [may] 
guide their assessment of the moral underpinnings of professional choices and 
behaviour.””” 


Other articles examined codes in an international context under the premise that “research 


in the life sciences is a global endeavor”.*” These articles identified barriers to harmonizing 


or standardizing codes internationally and the specific cultural differences, or differences in 


*” Frankel MS, Bird SJ, “The role of scientific societies in promoting research integrity,” Sci Eng Ethics. 2003 Apr;9(2):139-40. 

*8 Association of American Medical Colleges, Developing a Code of Ethics in Research: A Guide for Scientific Societies, 1997. 

= Campbell A, Glass KC, “The legal status of clinical and ethics policies, codes, and guidelines in medical practice and research,” 
McGill Law J. 2001 Feb;46(2):473-89. 

*° Atlas RM, “Responsible conduct by life scientists in an age of terrorism,” Sci Eng Ethics. 2009 Sep;15(3):293-301. 
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the historical context for concerns that will require a “dialogue across cultural, religious and 


philosophical perspectives that [can] shape ethical decisions and professional behaviour”.* 


e Best practices: A sub-set of articles expounded on what has worked and what has not 
worked in the development and implementation of codes. Although, this literature is not 
focused exclusively on codes for dual use research, it includes case studies from The 
Netherlands and Australia that may be applicable to the challenges faced by the NSABB in 
its development of a toolkit. In Australia, for example, a proposed medical practice code 


..aims to define ‘clear, nationally consistent standards of practice’ that can be applied to 
regulate standards of practice...and used in the assessment of complaints and 
allegations of unprofessional conduct. The Code is not a mere statement of principles, a 
discussion document, or a hortatory guide for practitioners seeking to respond to the 
complexities of daily practice; it is a comprehensive statement of how doctors must 
behave.” 


Although, the Australian code’s immediate relevance is for medical practice, the principles it 
embodies are applicable to code development for dual use research in terms of codifying 
norms of professional behavior. The case study from Netherlands focused on the utility of 
codes which the authors propose is not self-evident in influencing scientific practice. For 
these authors, the utility of a code “largely depends on the implementation phase following 
their establishment — a phase which often receives little attention”. °° This article is based 


on interviews among researchers about a newly established code of conduct. 


..although researchers perceive the principles within the code to be almost self-evident, 
the application of these principles in practice may lead to morally complex situations” 
and the researchers “did not see how the principles were meant to guide conduct in 
practice. They considered the code too general to apply.” 


Examples of the limitations of codes might prove useful guidance to the NSABB, or provide 
clues to what should and should not be included as necessary elements of a flexible, 
adaptive, and effective ‘living’ code. For, if codes are too prescriptive they may have the 
unintended consequence of lowering awareness rather than providing a framework for 
researchers to learn how to recognize the potential for dual uses in their research. 


Codes of conduct can foster and reinforce the strength and effectiveness of professional 
communities and moral norms and processes. However, they can also provide a vehicle 
for oversimplifying the moral world, stripping ethics of its context and supporting an 


>” Komesaroff PA, Kerridge IH, “The Australian Medical Council draft code of professional conduct: good practice or creeping 
authoritarianism?” Med J Aust. 2009 Feb 16;190(4):204-5. 
** Ibid. 
°° Schuurbiers D, Osseweijer P, Kinderlerer J, “Implementing the Netherlands code of conduct for scientific practice-a case 
ae Sci Eng Ethics. 2009 Jun;15(2):213-31. 

Ibid. 
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excessively rigid, restrictive and narrow moral regime. They can either expand the 
ability of individuals to make their own decisions and maximize their opportunities for 
ethical action, or they can claim authority beyond their capacity and encourage the 
belief that good practice simply involves following a formula or applying rules.” 


Moreover, this attention to the potential limitations of codes is of particular importance in 
the development of a code for dual use research, as many of the potentially negative uses 
of biological materials and technologies are difficult if not impossible to foresee. A ‘living’ 
code would be most effective if it provided ways to evaluate and respond to the potential 
for dual use, rather than establish a set of fixed rules for known select agents or identifiable 
misuses of technology. Other articles provide suggestions for the promotion of codes by 
scientific societies or by (senior) scientific leaders in academia as proven best practices for 
implementation. 


e Gaps in existing policies and codes: A particularly useful theme that emerged in the review 
was identification of gaps in existing codes. Examples of such gaps include not having a 
process in place for protecting whistleblowers, the need for guidance on the 
implementation of codes in settings with limited resources, the undue emphasis on 
individual rather than organizational (shared and inter-related) responsibilities, and the 
need to resolve contradictory, overlapping, or confusing sets of guidelines. Sutton notes in 
her commentary on the document “Responsible Conduct by Life scientists in an Age of 
Terrorism” that 


“In the U.S. regulatory framework for ensuring biosafety and biosecurity, the focus on 
life scientists has left a number of gaps in the framework...In fact, the goals of biosafety 
and biosecurity may not be sufficiently met because researchers are the target of the 
regulation almost exclusively.” 


As other authors have done, Sutton notes the range of stakeholders and institutional 
entities that are involved in dual use research, and the layers of local, national and 
international laws and policies that regulate scientific research of select agents. Her strong 
warnings against putting a “disproportionate burden on the individual researcher” reflects 
her understanding of the complexity of the scientific enterprise; as does her injunctions to 
“rethink the regulatory framework for the nation’s biodefense research” and de-emphasize 
timely filing of reports and filling out forms as the primary means of complying with a 
code.”’ 


Additional important omissions in existing codes were related to the lack of enforceability, 
the need to maintain the relevance of codes within rapidly changing biotechnologies and 


*> Komesaroff PA, Kerridge IH, “The Australian Medical Council draft code of professional conduct: good practice or creeping 
authoritarianism?” Med J Aust. 2009 Feb 16;190(4):204-5. 
*° Sutton V, “Smarter regulations: commentary on "Responsible conduct by life scientists in an age of terrorism",” Sci Eng Ethics. 
2009 Sep;15(3):303-9. 
37 : 

Ibid. 
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ever novel potentials for misuse, and the need to identify metrics for evaluating codes, as 
“little is known about their effectiveness in practice”.*® This literature strongly suggests the 
need for further research to evaluate best practices in designing and implementing codes; 
and particular areas that should be addressed when developing or disseminating codes of 


conduct. 


e Implementation of Codes: Several articles examined the issues involved in institutional 
enhancement of the culture of research ethics and provided strategies for initiating 
institutional change. Topics explored in these articles included the barriers to the full 
uptake of codes of conduct; how the introduction of a new code may disrupt traditional 
norms by providing an alternative counter-norm; and the process of effective self- 
regulation. Ferguson et al. (2007) note the shift in terminology in discussions about 
research behaviors from detecting and punishing undesirable behaviors to “promoting 
desirable behaviors."*” These authors propose that cultural change in the academic setting 
is an obtainable goal, 


.. if we assume that the usual and/or collective beliefs and behavior of the majority of 
the individuals in an institution reflect institutional culture, then an institution’s ethical 
culture for research is reflected in what is perceived to be appropriate ethical behavior 
and the manner in which the majority of its members deal with ethical issues (Ferguson 
et al., 2007)."° 


Anderson’s analysis of data from two national surveys of 4,000 faculty and doctoral 
students in scientific disciplines showed the “significant effects of departmental climate on 
normative orientations.""" For Anderson, an institution’s norms “are generally viewed as 
critically important to the group and are communicated as such to newcomers through the 
socialization process. Norms are not specific rules or regulations but fundamental principles 
that support appropriate behavior and relationships within the group, which views 
violations of the norms as serious offenses.”** All of these articles suggest the efficacy of 
promulgating codes of conduct through academic and society leadership, i.e., senior 
scientists and professional society leaders acting in a mentoring capacity to disseminate 
new norms and guidelines for behavior. 


Analysis: The literature review provided an understanding of the contextual influences on the 
development of codes of conduct, the inter-relations of stakeholders in the process and their 
overlapping areas of responsibility, notable gaps in existing codes, and the challenges of 
identifying time, resources, and the expertise needed to develop and implement codes at the 
local level. The themes identified through the literature review were used to inform 


a Rappert B, “Responsibility in the life sciences: assessing the role of professional codes,” Biosecur Bioterror. 2004;2(3):164-74. 
= Ferguson, K, et al, “Enhancing the Culture of Research Ethics on University Campuses,” Journal of Academic Ethics, 2007; 5: 
189-198. 

*° Ibid. 

= Anderson, MS, “Normative orientations of university faculty and doctoral students,” Science and Engineering Ethics, 2000; 6, 
443-461. 

** Ibid. 
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organization of the Roundtable and helped to identify specific challenges that, although 
discussed in the literature, may yet require creative thinking and coordinated efforts to resolve. 
Two such matters that emerged in the literature review must be emphasized: 


1. the need to gather more information and data on what makes a code effective, and what 
makes it evolve and remain a vital source of moral inspiration; and 


2. how to identify best practices for implementing codes, integrating them into the culture, 
and keeping them relevant. 


It was anticipated that participants at the Roundtable might offer specific recommendations for 
how to make codes effective, provide suggestions for how to integrate codes into academic 
culture, and help in the identification of best practices based on their experiences. 


D. The Roundtable 


The NSABB Code of Conduct Roundtable was organized to involve relevant individuals within 
academic institutions and professional societies who have the respective authority and reach to 
disseminate codes. The Roundtable also included the participation of instructors in the 
Responsible Conduct of Research who represent the front line of outreach and education for 
many institutions. 


The aims of the Roundtable were to provide advice on ways to engage these individuals on the 
issue of Codes, identify barriers to awareness and adoption of codes of conduct in these 
settings and ways to overcome these barriers, and identify strategies for realizing the potential 
of codes in shaping behaviors and practices. 


The Roundtable explored considerations for developing codes of conduct that had been 
advanced as part of an NSABB recommended oversight framework for dual use research in 
2007. One key consideration was to identify the essential “raw material” that any 
comprehensive code should include. Other considerations included the formulation of realistic 
strategies for promoting codes of conduct in the settings of professional societies, academic 
institutions, and industry and the identification of relevant individuals who might best promote 
adoption of a code of conduct by an institution or professional association. 


| “ 


The Roundtable presentations and discussions explored the general utility of codes for changing 
behavior, the need for national guidelines on how to develop and implement codes, the key 
role academic leadership and scientific mentors play in promoting codes as the new norms of 
life science research, and the advantages and disadvantages of top-down vs. bottom-up 
development of codes. Discussions also touched upon the resources needed at the local level 
to develop, implement, and regularly update codes, whether academia or scientific society 
meetings are the most appropriate venues for disseminating codes, and the challenges of 
identifying what disciplines to include, and at what stage in the career or educational path to 
focus on when promoting codes of conduct. 
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Although, the presentations and discussions at the Roundtable covered a wide range of topics 
and opinions, a consensus on several key points emerged. First, codes should be aspirational 
and educational in purpose, rather than enforceable or compliance oriented. Second, codes 
should be dynamic rather than static—the focus of regular discussion and reflection within a 
particular setting and, indeed, an evolving element of the culture of the setting itself. Third, 
efforts should be made to ensure that codes are not perceived as restrictions on academic 
freedom but rather as expressions of the responsibility critical to the conduct of ethical, socially 
aware research. Finally, to succeed in any one setting, a code of conduct will need leaders and 
champions to ensure its advance and its status as a living, evolving document. 


To ensure that codes become an integral part of the culture of research in a given setting, the 
participants and Working Group coalesced around a central recommendation—that NSABB 
undertake the development of a codes of conduct tool kit adaptable to different settings. 
Suggestions for such a tool kit included sample components for a code of conduct, a summary 
of best practices for formulating, finalizing, and disseminating codes of conduct, and a selection 
of the often fascinating literature on codes of conduct in general and in dual use research in 
particular. Subsequent to the Roundtable, and after review of the many suggestions and 
recommendations made by participants, the NSABB staff has developed this toolkit, and it is 
included in Section IV. 
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Appendix A 
a project of the 
NATIONAL SCIENCE ADVISORY BOARD FOR BIOSECURITY 


PREPACE 





Dual use research of concern—research that 
may be used for beneficent goals as well as 
malevolent purposes—presents scientists in 
multiple disciplines and fields with two 
challenges. One is to become and remain 
aware of the dual use potential of their work. 
The other challenge is to become and remain 
responsible for the dual use research of 
concern that they themselves and _ their 
colleagues conduct. 


Professional societies, academic institutions, 
industries, private corporations, and individual 
scientists can use a variety of strategies to 
raise awareness and to cultivate responsibility 
in dual use research of concern. A code of 
conduct for scientists engaged in dual use 
research is one such strategy. Here, several 
tools useful in contemplating and perhaps 
implementing this strategy are offered. This 
toolkit, a project of the National Science 
Advisory Board on Biosecurity, distills the 
scholarly reflections and practical experience 
of groups and individuals who have long 
wrestled with a paradox at the heart of 
science: that science can be used to benefit, 
but also to harm human and oth*”:jving 
beings. . 
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JOOL KIT CONTENTS 





Suggestions for use 


Before you get started 


= Essential background on dual use research and codes 
of conduct 


—_— for getting started 
Assessing the need for a code of conduct 

= Assessing feasibility and support 

=" Recruiting leaders and champions 

= Defining the process 


Tools for formulating a code 

= Determining the content: the key responsibilities 

= Determining the content: some examples 

= Navigating the extremes of generality and specificity 
=" Drafting, vetting and finalizing a code 


Tools for disseminating a code 
= Developing a dissemination plan 

= Utilizing existing venues 

= Designing educational interventions 


Tools for evaluating a code 
=" Confronting the challenges of determining impact 
= Utilizing realistic measures for code evaluations 


Selected resources 
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ADAPTABILITY & AUDIENCE The tools in this 


code of conduct tool kit have been designed and 
produced for adaptability to the needs of different 
audiences: with thought and care, they can be 
deployed in any one of several settings, including 
professional societies, academic institutions, and 
industry—wherever dual use research is conducted 
and the researchers themselves are committed to the 
responsible conduct of research. 


FIRST, EXPLORE THE ENTIRE TOOL 


KIT The tool kit is designed for anyone 
interested in formulating and 
disseminating a code of conduct or in 
exploring such a possibility in a given 
setting. To make the best use of this tool 
kit, readers are encouraged to read 
through the entire kit before picking up 
any one of the tools described in the 
following. 


THE ULTIMATE GOAL This tool kit offers a set of 


means to an end or ultimate goal: a community of 
researchers who are aware of—and take responsibility 
for—dual use research. There are other means to this 
end, including educational interventions targeted at 
graduate students, faculty, staff scientists, members of 
professional societies, and others. Choosing the right 
means is a matter of knowing your specific context and 
figuring out which of the available means is best for 


your context. 





28 





FS 











D 


2 YOU STA 





0) 


PIP 























) 


D 





ESSENTIAL BACKGROUND Before embarking on 


the multiple steps of a code of conduct process, it is 
useful either to become aware of or to review key 
points about dual use research and codes of conduct. 


A PERENNIAL PROBLEM WORTHY OF 
HEIGHTENED CONCERN Information from life 


sciences research is clearly vital to improving public 
health, agriculture, and the environment’ and 
maintaining and strengthening our national security and 
economy. Yet the very information and tools developed 
to better the health, welfare, and safety of humankind 
also can be misused for harmful purposes. 


The development of new technologies and the 
generation of information with the potential for 
benevolent and malevolent purposes are “dual use 
research.” This dual use quality is inherent in a 
Significant portion of life sciences research. In fact, it can 
be argued that virtually all life sciences research has 
dual use potential. 


CALLS TO ACTION Over the past several years, 


especially following the terrorist attacks of September 
11, 2001 and the subsequent anthrax attacks utilizing 
the U.S. Postal Service over the course of several weeks 
beginning on September 18, 2001, there have been 
increasing calls to consider the possibility that new 
information from life sciences research could be 
subverted for malevolent purposes and to institute new 
biosecurity measures to minimize this risk. 
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CALLS TO ACTION (continued) Concerns 


about the dual use potential of biotechnology 
research were central to the establishment of the 
National Science Advisory Board for Biosecurity 
(NSABB) in 2005. A federal advisory commission, 
NSABB was created to advise the US government on 
the formulation and implementation of appropriate 
policies for the oversight of dual use research. In June 
2007, NSABB published its Proposed Framework for 
the Oversight of Dual Use Life Sciences: Strategies for 
Minimizing the Potential Misuse of Research 
Information. 


At the center of the NSABB report 
is the conviction that scientists 
themselves are the most critical 
tool for oversight: through their 
own efforts to be aware of and 
responsive to the dual use 
potential of their own research, 
they are a cornerstone of any 
effective system of oversight. 





Thus, initiatives by scientists themselves and by 
scientific societies and  associations—initiatives 
designed to raise awareness and_ cultivate 
responsibility—are crucial to the effective oversight of 
dual use research. As voluntary, “grass roots” efforts, 
codes of conduct exemplify the sort of approach that 
the NSABB envisions as pivotal to the effective 
oversight of dual use research. 
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CODES IN GENERAL: Asking moral questions— 
questions like what should or should not be done—is 
an activity that defines humankind. Ever since we, as 
a species, began to answer such questions, we have 
sought to gather the resulting insights and convictions 
in ways that lend themselves to remembrance and 
communication to others, be they contemporaries or 
successive generations. We have, that is, codified our 
answers to moral questions and disseminated them by 
word of mouth and via oral traditions, in written 
codes, and in oaths that are publicly sworn. 


Such codifications of precepts governing moral 
behavior have often been the outcome of efforts (1) 
to form and solidify the identity of a group and (2) to 
address and prevent immoral behavior. The 
Nuremburg Code of 1947 is a good example of the 
latter: it was crafted with the explicit aim of 
preventing the unethical use of human beings in 
biomedical research horrifically exemplified in the 
infamous Nazi experiments. The Oath of Hippocrates 
and the 1847 Code of Ethics by the American Medical 
Association are statements of moral precepts that 
have been—and continue to be—considered central 
to the moral and professional identity of physicians. 


CODES OF CONDUCT IN DUAL USE RESEARCH A 
code of conduct for scientists engaged in dual use 
research serves both aims. Such a code makes explicit 
a key aspect of the social responsibilities of 
scientists—and it 
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CODES OF CONDUCT IN DUAL USE RESEARCH 
(cont) does so in a way that is voluntary and, in itself, 
reflects an ethic of responsibility. At the same time, such 
a code usually seeks to identify behaviors critical to 
prevention of misuse. 


For individuals and groups interested in codes of conduct 
for dual use research, this toolkit brings together various 
tools for use in each of several successive phases of code 
development. Before these phases and the relevant tools 
are introduced, it might be helpful to specify further the 
types of research that constitute what the NSABB has 
defined as “dual use research of concern.” In its June 
2007 report, NSABB proposed a criterion for identifying 
dual use research of concern: 


Research that, based on current 
understanding, can be reasonably 
anticipated to provide knowledge, 
products, or technologies that 
could be directly misapplied by 
others to pose a threat to public 
health and_ safety, agricultural 
crops and other plans, animals, the 
environment, or materiel. 
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In addition, NSABB identified seven categories of research 
might satisfy this criterion and thus be identified as dual 
use research of concern. This research could encompass 
knowledge, products, or technologies that would: 


1) Enhance the harmful consequences of a biological 
agent or toxin. 


2) Disrupt immunity or the effectiveness of immunization 
without clinical and/or agricultural justification. 


BderPOReE YOU SIARIT 





3) Confer to a biological agent or toxin, resistance to 
clinically and/or agriculturally useful prophylactic or 
therapeutic interventions against that agent or toxin or 
facilitate their ability to evade detection methodologies. 


4) Increase the stability, transmissibility, or the ability to 
disseminate a biological agent or toxin. 


5) Alter the host range or tropism of a biological agent or 
toxin. 


6) Enhance the susceptibility of a host population. 


7) Generate a novel pathogenic agent or toxin, or 
reconstitute an eradicated or extinct biological agent. 
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ASSESSING THE NEED FOR A CODE OF CONDUCT: 
A code of conduct is one of several potential means to 
the end or goal of a culture of responsibility in dual use 
research. Formal educational interventions and mindful 
mentoring are other means to the same end. If the aim 
is to create or enhance such a culture within the setting 
of an institution (e.g., in a research center, an academic 
department or division, or a specific laboratory), or to 
foster a sense of heightened awareness’ and 
responsibility among members of a professional society, 
it is important to consider the anticipated benefits and 
the associated costs of each of these various means. 


Potential advantages of formulating a code: 


= Undertaken as a voluntary, grass roots initiative, the 
process of formulating a code of conduct can be 
very effective in raising awareness about dual use 
dilemmas. 


= The process of debating and reaching agreement on 
the content of a code—the specific responsibilities 
or values that will be spelled out in its provisions— 
can be very empowering and can inculcate a sense 
of “ownership,” commitment, and achievement 
among engaged individuals. 


Potential costs of formulating a code: 


= Time is money. Formulating, _ finalizing, 
communicating, and sustaining a code of conduct— 
as a living document—are all essential but time- 
consuming activities. 


=" Depending upon the nature and extent of dual use 
research underway in your institution, the effort 
that might be devoted to a code of conduct may be 
better expended on other related initiatives. 
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ASSESSING THE NEED FOR A CODE OF CONDUCT, 
continued: There are other important questions to ask 
and answer in assessing the need for a code of conduct, 
especially in the institutional setting. For example: 


What is the extent of dual use research in your 
institution? How many faculty are engaged in dual 
use research? In what departments, divisions, or 
centers/institutes? 


Are there are other programs or initiatives underway 
in your institution to promote awareness and 
responsibility in dual use research? Is the topic of 
dual use research addressed in your institution’s 
programs for the responsible conduct of research? 
How effective have these programs or initiatives 
been? 


ASSESSING FEASIBILITY AND SUPPORT: If there is a 
clear need for a code of conduct, then the next step is to 
assess the feasibility of effectively meeting the need and 
garnering support for the requisite effort: 


Are there individuals who can be enlisted as 
champions, leaders, or supporters of an effort to 
formulate and disseminate a code of conduct? 

ls there administrative support for such an effort? 

ls there any financial support for such an effort? 

In a given institution, laboratory, or professional 
society, are there existing organizational venues and 
processes that might be utilized in formulating a 
code, publicizing and _ finalizing drafts, and 
disseminating an approved code? 
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RECRUITING LEADERS AND CHAMPIONS The 
inspiration to formulate a code of conduct for dual use 
research—or to incorporate dual use provisions in an 
existing code of conduct—may strike an individual or 
individuals at any “level” of an organization (e.g., rank-and- 
file members of a professional society) or institution (e.g., 
graduate students or post-doctoral fellows, younger or 
more senior faculty). Such an inspiration and the resolve to 
move forward can yield a grass-roots initiative with the 
promise of success, especially as a voluntary effort by group 
of individual scientists to define and commit themselves to 
a collective understanding of the responsibilities inherent in 
their work as scientists, an understanding that they have 
forged among themselves through debate and discussion. 


Early on, however, it is important to 
identify and recruit leaders and 
champions—individuals who can 
lend the effort credibility and 
strategic support. Such individuals 





need not occupy formal positions of leadership within an 
Organization or institution, but they should be people 
whose reputations and influence can help to catalyze and 
sustain the effort through all of its phases. Almost every 
group has more than one individual, at multiple “levels,” 
whose opinions are valued and sought out: such “thought 
leaders” may be found among graduate students, younger 
faculty, as well as more 
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DEFINING THE PROCESS A code of conduct process 
has three phases: 


1. formulating the code (or provisions regarding dual use 
research for an existent code); 


2. disseminating the code; and 
3. ensuring the ongoing vitality of the code 


The activities specific to each phase will depend upon the 
specific circumstances, but at the outset of the effort, it is 
important to envision what those activities might be. And it 
is important, as well, to define the specifics of each activity 
in terms of: 


= Who will be responsible for the activity and who, 
beyond those responsible, will be engaged in the 
activity 

= ~=When the activity will occur or over what time period 
What the anticipated outcome of the activity will be 


It is likely that revisions in the process will be made in the 
course of each phase, but it is, nonetheless, useful to 
project forward and envision the process as a whole. 


All phases of the process, however, should be distinguished 
by three traits: 


= Transparency: Catalysts, leaders, and champions of 
the process should conduct their activities in a way 
that is public, accessible, and inclusive 


= Communication: They should strive to ensure that 
all relevant stakeholders—those who will be expected 
to live by the code—are kept informed of the process 
as it moves forward 


™ Engagement: They should also ensure that all 

relevant stakeholders are engaged and have the 

opportunity to contribute their thoughts, opinions, 

Suggestions, and recommendations to. catalysts, 
leaders, and champions. 
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TOOLS FOR PORMULATING A CODE 


What should a code of conduct 
say? And how? How general or vr 


how specific should its provisions 
be? How long or short? These 
are among the questions encountered 
at the stage of formulating a code of 
conduct. To help you through this 
Stage, several tools are presented 


here: 


Some considerations in the development 
of codes of conduct for dual use research. 
Developed by the National Science Advisory 
Board for Biosecurity, these considerations 
provide the basic “raw material” for a code of 
conduct and identify who is responsible for what 
in dual use research, from the initial stages of 
conceiving and designing the project or study to 
the publication of its results. 


Some examples of adopted codes of 
conduct. Several professional societies have 
developed and adopted codes of conduct with 
specific reference to dual use research. 


Some thoughts on the question of how 
general or how specific the provisions of a 
code should be, along with some 
suggestions for how to go about the key 
task of formulating a code of conduct. 
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Considerations in Developing a Code of 
Conduct for Dual Use research in the Life 
Sciences is Appendix 3 to the NSABB’s 
June 007 report, Proposed Oversight 
Framework for Dual Use Life Sciences 


Research: Strategies for Minimizing the 
Potential Misuse of Research Information. ae 
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The “considerations” enunciate a basic ethical 
principle: 


Individuals involved in any stage 
of life sciences research have an 
ethical obligation to avoid or 
minimize the risks and harm that 
could result from malevolent use 
of research outcomes. 


The principle is relevant and applicable to all 
Stages of the research process: 


Conducting, Collaborating, 


Managing oT aalaalelalcers la ays 
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Considerations in Developing a 
Code of Conduct for Dual Use 
Research in the Life Sciences, 
(continued) 
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The basic ethical principle is “fleshed out” in 5 
core responsibilities of scientists engaged in dual 
use research. These core responsibilities are to 


potential 


Assess their research for dual use 


Stay informed regarding relevant 


literature, guidance, and requirements 


Train others to identify and 


appropriately manage and communicate 
dual use research of concern 


behavior 


Serve as role models of responsible 


Be alert to potential misuse of research 
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SOME EXAMPLES OF ADOPTED CODES OF 


CONDUCT Other organizations in the life (and other) 
sciences have adopted codes of conduct with specific 
provisions for dual use research. Their work is provided 
here, in part or whole, as examples of how such provisions 
might be specifically formulated. 


American Society for Microbiology (ASM) Code of 
Ethics. The following provisions are from the current 
version, which was reviewed and approved by the 
organization’s Council in 2005. 


Preface: The American Society for Microbiology is 
dedicated to the utilization of microbiological sciences for 
the promotion of human welfare and for the accumulation 
of knowledge. These goals demand honesty and 
truthfulness in all activities soonsored or supported by the 
Society. 


Guiding Principles 


(1) ASM members aim to uphold and advance the integrity 
and dignity of the profession and practice of microbiology. 


(2) ASM members aspire to use their knowledge and skills 
for the advancement of human welfare. 


(6) ASM members are obligated to discourage any use of 
microbiology contrary to welfare of humankind, including 
the use of microbes as biological weapons. Bioterrorism 
violates the fundamental principles upon which the Society 
was founded and is abhorrent to the ASM and_ its 
members. ASM members will call to the attention of the 
public or the appropriate authorities misuses_ of 
microbiology or of information derived from microbiology. 
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American Medical Association (AMA) Code of 
Medical Ethics: The AMA’s Code of Ethics dates back to 
1847 and has, since then, evolved in tandem with the 
profession of medicine and the delivery of health care. The 
Code enunciates eight principles of medical ethics (each 
beginning with the phrase “A physician shall...), but also 
includes a series of opinions rendered by the Association’s 
Council on Ethical and Judicial Affairs and providing ethical 
guidance on a wide range of issues, including dual use 
research. 


Opinion 2.078 - Guideline to Prevent Malevolent Use 
of Biomedical Research 

- Physicians who engage in biomedical research 
are bound by the ethical obligations of the medical 
profession and also are required to meet responsibilities of 
the scientific community. Beyond their commitment to the 
advancement of scientific knowledge and the betterment of 
public health, physician-researchers must strive to maintain 
public trust in the profession through their commitment to 
public welfare and safety, as demonstrated through 
individual responsibility, commitment to peer review, and 
transparency in the design, execution, and reporting of 
research. 

- Biomedical research may generate knowledge 
with potential for both beneficial and harmful application. 
Before participating in research, physician-researchers 
should assess foreseeable ramifications of their research in 
an effort to balance the promise of benefit from biomedical 
innovation against potential harms from corrupt application 
of the findings. 
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American Medical Association (AMA) Code of 
Medical Ethics: Opinion 2.078 - Guideline to 
Prevent Malevolent Use of Biomedical Research 
(continued) 


- In exceptional cases, assessment of the balance 
of future harms and benefits of research may preclude 
participation in the research; for instance, when the goals 
of research are antithetical to the foundations of the 
medical profession, as with the development of biological 
or chemical weapons. Properly designed biomedical 
research to develop defenses against such weapons is 
ethical. 

- The potential harms associated with some 
research may warrant regulatory oversight. Physician- 
researchers have a responsibility not only to adhere to 
standards for research, but also to lend their expertise to 
the development of safeguards and _ oversight 
mechanisms, both nationally and internationally. 

- Oversight mechanisms should balance the need 
to advance science with the risk of malevolent application. 
After research has been conducted, consideration should 
be given to the risk of unrestricted dissemination of the 
results. Only under rare circumstances should findings be 
withheld, and then only to the extent required to 
reasonably protect against dangerous misuse. 

- These ethical principles should be part of the 
education and training of all physicians involved in 
biomedical research. (Il, Ill, V, VII) 
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The InterAcademic Panel (IAP) Statement on 
Biosecurity. The IAP describes itself as a global network 
of science academies, which are national organizations 
whose members are leaders in their respective disciplines 
and that often advise governments on issues that may be 
illuminated through scientific research. In November 2005, 
it issued this statement enunciated the obligations and 
responsibilities of scientists engaged in dual use research. 


1. Awareness. Scientists have an obligation to do no 
harm. They should always take into consideration the 
reasonably foreseeable consequences of their own 
activities. They should therefore: 

"?] always bear in mind the potential consequences — 
possibly harmful — of their research and recognize that 
individual good conscience does not justify ignoring the 
possible misuse of their scientific endeavour; 

"?]| refuse to undertake research that has only harmful 
consequences for humankind. 


2. Safety and Security. Scientists working with agents 
such as pathogenic organisms or dangerous toxins have a 
responsibility to use good, safe and secure laboratory 
procedures, whether codified by law or common practice. 
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The InterAcademic Panel (IAP) Statement on 
Biosecurity, continued 


3. Education and Information. Scientists should be 
aware of, disseminate information about and _ teach 
national and international laws and regulations, as well as 
policies and principles aimed at preventing the misuse of 
biological research. 


4. Accountability. Scientists who become aware of 
activities that violate the Biological and Toxin Weapons 
Convention or international customary law should raise 
their concerns with appropriate people, authorities and 
agencies. 


5. Oversight. Scientists with responsibility for oversight 
of research or for evaluation of projects or publications 
should promote adherence to these principles by those 
under their control, supervision or evaluation and act as 
role models in this regard. 
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FORMULATING A CODE OF CONDUCT: SOME 
RULES OF THUMB There is no “magic” formula that 


can be followed in formulating a code—some method that is 
guaranteed to have good results. Some rules of thumb, 
however, are useful in thinking through the process of 
formulating and finalizing a code of conduct: 


Rule of Thumb #1 


It is useful to assign the drafting of a code to one or two 
individuals. The drafts, however, should be reviewed and 
revised by a group of individuals who represent various 
“constituencies” within an institution or professional society. 
Although the group should be populated with individuals 
sympathetic to the process and the anticipated outcome (a 
draft code of conduct), it should also include some skeptics. 


Rule of Thumb #2 


In determining the specific content of a code of conduct, a 
careful review of the NSABB considerations and of the 
preceding examples would be _ helpful. The NSABB 
considerations offer examples of relatively general precepts 
(in the key obligations), as well as detailed descriptions of 
roles and responsibilities at various phases of the research 
process. Determining how general or specific the provisions 
of a code should be will depend, in large measure, on the 
particular aims that individuals or organizations hope to 
achieve: to offer general guidelines or to provide precise 
prescriptions of expected behaviors. 


Rule of Thumb #3 


Once a draft is complete, the drafting committee should 
seek reactions and suggestions for revision through a 
broad-based consultative process. 
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FORMULATING A CODE OF CONDUCT: SOME 
RULES OF THUMB (continued) 


Rule of Thumb #4 


Before initiating the code development process, it is 
important to determine how a draft code will be finalized 
and approved. In most institutions and _ professional 
societies, there are established procedures: an academic 
institution may require approval by a faculty senate or a 
professional society may require a referendum by its 
membership. In finalizing a code of conduct for dual use 
research, however, in addition to following these established 
procedures, it is important to emphasize a key goal: that the 
code will be sustained as a living document. Thus, it is 
critical to underscore the need for periodic re-examinations 
of the code and its provisions, especially in light of 
developments in dual use research, both in general and 
within a given institution, organization, or professional 
society. 
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DEVELOPING A DISSEMINATION PLAN _ The 


importance of envisioning the whole process, from start to 
finish, has already been emphasized. If that advice is 
followed, then ideas for how a formulated and approved 
code of conduct could and perhaps should be disseminated 
in a given a context will already have been developed, 
before this phase of the process commences. Such a plan 
will specify the methods and venues for disseminating a 
finalized code: 


Methods: Dissemination is communication and 
communication occurs either through the written or the 
spoken word. Both types of communications can and 
should be deployed in disseminating a code of conduct. 


"= Written communications include email, letters, 
newsletters, announcements and press releases, syllabi, 
etc. 

" Spoken communications include speeches and 
addresses, informal talks, lectures, formal dialogues, and 
unstructured conversation and discussion 


Venues: In disseminating a code of conduct, existing 
venues, as well as venues specifically designed for this 
purpose, can and should be used. Most organizations and 
institutions have vehicles for internal and_ external 
communications that might be tapped—newsletters, 
magazines, journals, broadcast email announcements, etc. 
They also have routine gatherings—annual meetings for 
professional societies, international and national scientific 
conferences and assemblies, faculty and staff meetings in 
academic institutions—that should be exploited for the 
purpose of disseminating a code of conduct. 
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UTILIZING EXISTING VENUES In fact, a case can be 


made for the proposition that existing venues are critical to 
this phase of the process. Using existing venues—new 
faculty or graduate student orientation, faculty meetings, 
lab meetings, professional society meetings, etc.—helps to 
integrate a code of conduct within the daily life and, 
ultimately, culture of an institution. 


DESIGNING EDUCATIONAL INTERVENTIONS 


Educational interventions—continuing educational courses 
for faculty, courses and seminars for graduate and 
undergraduate students, symposia—are ideal vehicles for 
disseminating a code of conduct. In designing such 
interventions, it is important to keep in mind some 
suggestions, based on well-tested principles of adult 
learning: 


Case-based learning engages learners immediately 
and vividly: The concrete examples of dual use research 
provided in the BEFORE YOU START section of this tool kit 
present dilemmas that challenge the moral imagination and 
problem solving skills of learners at all levels. 


Interactive discussion is often more effective than 
more didactic modes of teaching and learning: 
Learners are more apt to become immersed in the content 
of an educational intervention if they have the opportunity 
to question, discuss, and debate. Retention of material is 
also aided by this method. 
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ENSURING THE VITALITY OF A CODE OF 
CONDUCT FOR DUAL USE RESEARCH Any written 


statement of moral precepts is at risk of being forgotten or 
trivialized or of becoming irrelevant—unless steps are taken 
to avoid these fates and to ensure that a code remains a 
living document. A “living” code of conduct is one whose 
import and relevance is actively promoted = and 
demonstrated by its champions, as well as renewed in light 
of developments in science, regulation, and the law. Here, 
too, a few suggestions are in order: 


> In most academic institutions, scientists at all levels are 
required to undergo periodic education in the responsible 
conduct of research (RCR). RCR programs are ideal for the 
integration of materials about an approved (or even 
contemplated) code of conduct for dual use research—along 
with specific examples, especially if drawn from the 
immediate context. 


> Developments in the relevant laws and regulations (e.g., 
the NIH’s Guidelines for Research Using Recombinant DNA 
Molecules) should be tracked and, if 
necessary, provide the impetus to 
revisions in the code. Such revisions 
should be widely publicized within 
the institution or professional 
society to ensure awareness. 


> Developments in the life (and 
other) sciences should also be 
tracked and used to challenge, test, 
and illustrate the various provisions 
of a code of conduct. 
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A FORMIDABLE CHALLENGE: The end, the 


overarching goal, of a code of conduct for dual use research 
is a culture of responsibility within a particular discipline or 
institution or organization devoted to scientific research. A 
code of conduct is only one of several possible means to 
this end. Determining how effective a means it is or has 
been in the concrete circumstances of a particular setting is 
an exceptionally difficult challenge. 


In part, this is due to the complexity of morally significant 
behavior. The “causes’ of such behavior—our fidelity to, 
ignorance or rejection of certain norms—are very difficult 
to isolate and weigh. An individual’s “upbringing,’; her 
habitual predispositions to embrace or eschew what is 
good, right or just; the influences of others; the immediate 
circumstances: these are just a few of the factors that 
impinge on and shape our moral behaviors and decisions. 


Because the goal of a code is a culture of responsibility, it 
makes sense to integrate specific measures of a code within 
broader attempts to assess the “state” of such a culture 
within a given a setting. For example, it might prove useful 
to ask individuals within a given setting—e.g., graduate 
students and faculty—whether they are aware of the dual 
use dilemma and, if they are, how their awareness was 
developed and formed: through educational interventions; 
engagement in specific projects with dual use potential; 
and/or involvement with, knowledge of or commitment to 
a code of conduct. Such an evaluation is an outcomes 
evaluation. 
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Such an evaluation is distinct from a process evaluation, 
focused on the process of formulating and disseminating a 
code of conduct. A process evaluation seeks “feedback” on 
the methods and venues utilized in the various phases of 
code development. Such an evaluation focuses on how 
well the process was conceived and executed. 


TOOLS FOR EVALUATION Both types of evaluation— 


outcomes and process—make use of various tools: 


=" Focus groups: With focus groups, the aim is to gather 
a representative sample of individuals from a group and to 
solicit evaluative information of a qualitative nature from 
them through well designed questions. Usually, focus 
groups are professionally facilitated. 


" Surveys (paper-based and on-line): Surveys utilize 
simple binary questions (yes/no, true/false) or questions 
whose answers are rendered in the form of a Likert scale. 


" Evaluations embedded’ within educational 
interventions, e.g., examinations, etc.: Evaluations 
that are used to assess individuals’ understanding or 
knowledge may incorporate specific questions or exercises 
that are designed to gauge awareness of a code of 
conduct—of its rationale, background, and _ specific 
provisions. 
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ON-LINE EDUCATIONAL RESOURCES Tools for 


educating individuals and groups about dual use research can 
be used in lieu of or in conjunction with the development of a 
code of conduct for dual use research. There are several on- 
line educational tools available, including: 


Case Studies in Dual Use Biological Research, an 8-module 
resource that has been developed by the Federation of 
American Scientists and that is accessible at 
http://www.fas.org/biosecurity/education/dualuse/index.html. 


Biosecurity, a brief but useful introduction to the background, 
relevant regulations and guidelines, and resources on dual use 
research accessible at the website, Resources for Research 


Ethics Education: http://research-ethics.net/topics/biosecurity. 


Applied Dual-Use Biosecurity Education is an on-line distance 
learning module that has been developed by the University of 
Bradford School of Social and International Studies. Only 
enrolled students can access the module, which provides 
students with 30 Masters level credits once completed. For 
more information, click on 
http://brad.ac.uk/peace/courses/postgraduatecourses/applied 


dual-usebiosecurityeducation/. 


Dual Use Research: Promoting Understanding, Cultivating 
Responsibility is an educational tool developed under the 
auspices of the National Science Advisory Board for 
Biosecurity. The tool can be accessed at 


http://oba.od.nih.gov/biosecurity.biosecurity.html. 


ye. 





























SeleCyleD RESOURCES 








SCHOLARLY RESOURCES The scholarly (and popular) 


literature on dual use research is growing. Some of the key 
resources include: 


AAMC. Developing a Code of Ethics in Research: for Scientific Societies. 
1997: 42 pps. 


Anderson, MS. Normative orientations of university faculty and doctoral 
students. Science and Engineering Ethics, 2000; 6, 443-461. Discussion 
463-465. 


Atlas RM. Responsible conduct by life scientists in an age of terrorism. 
Sci Eng Ethics. 2009 Sep;15(3):293-301. Epub 2009 May 7. PubMed 
PMID: 19421897. 


Bullock M, Panicker S. Ethics for all: differences across scientific society 
codes. Sci Eng Ethics. 2003 Apr;9(2):159-70. PubMed PMID: 12774648. 


Campbell A, Glass KC. The legal status of clinical and ethics policies, 
codes, and guidelines in medical practice and research. McGill Law J. 
2001 Feb;46(2):473-89. PubMed PMID: 16523580. 


Cournand A. The code of the scientist and its relationship to ethics. 
Science.1977 Nov 18;198(4318):699-705. PubMed PMID: 910153. 


Davis M. What can we learn by looking for the first code of professional 
ethics? Theor Med Bioeth. 2003;24(5):433-54. Review. PubMed PMID: 
14760870. 


Ehni H-J. Dual use and the ethical responsibility of scientists. Arch. 
Immunol. Ther. Exp. 2008, 56:147-152. 


Frankel MS. Scientific Societies as Sentinels of Responsible 
Research Conduct. Proceedings of the Society for Experimental Biology 
and Medicine, 2000 224: 216-219. 


Frankel MS, Bird SJ. The role of scientific societies in promoting research 
integrity. Sci Eng Ethics. 2003 Apr;9(2):139-40. PubMed PMID: 
12848197. 54 























eCVeElD RESOURCES 





) 














SE 


SCHOLARLY RESOURCES, continued 


Graham D. Revisiting Hippocrates: does an oath really matter? JAMA. 
2000 Dec 13;284(22):2841-2. PubMed PMID: 11147972. 


Grinnell F. Ambiguity, trust and the responsible conduct of research. Sci 
Eng Ethics. 1999 Apr;5(2):205-14. 


lverson M, Frankel MS, Siang S. Scientific societies and research 
integrity: what are they doing and how well are they doing it? Sci Eng 
Ethics. 2003 Apr;9(2):141-58. PubMed PMID: 12774647. 


Jones NL. A code of ethics for the life sciences. Sci Eng Ethics. 2007 
Mar;13(1):25-43. PubMed PMID: 17703607. 


Kant L, Mourya DT. Managing dual use technology: it takes two to tango. 
Sci Eng Ethics. 2010 Mar;16(1):77-83. Eoub 2008 Apr 26. PubMed PMID: 
18438721. 


Kenny NP. The CMA Code of Ethics: more room for reflection. CMAJ. 
1996 Oct 15; 155(8):1063-5. PubMed PMID: 8873634 


Keuleyan E. Liberty to decide on dual use biomedical research: an 
acknowledged necessity. Sci Eng Ethics. 2010 Mar;16(1):43-58. PubMed 
PMID: 18427955. 


Koepsell D. On genies and bottles: scientists’ moral responsibility and 
dangerous technology R&D. Sci Eng Ethics. 2010 Mar;16(1):119-33. 
PubMed Central PMCID: PMC2832882. 


Komesaroff PA, Kerridge IH. The Australian Medical Council draft code of 
professional conduct: good practice or creeping authoritarianism? Med 
J Aust. 2009 Feb 16;190(4):204-5. PubMed PMID: 19220187 


Malloy DC, Sevigny P, Hadjistavropoulos T, Jeyaraj M, McCarthy EF, 
Murakami M, Paholpak S, Lee Y, Park |. Perceptions of the effectiveness 
of ethical guidelines: an international study of physicians. Med Health 
Care Philos. 2009 Nov;12(4):373-83. PubMed PMID: 19544088. 


55 























eCVeElD RESOURCES 





) 














SE 


SCHOLARLY RESOURCES, continued 


Marchant GE, Pope LL. The problems with forbidding science. 
Sci Eng Ethics. 2009 Sep;15(3):375-94. Epub 2009 Apr 7. 
PubMed PMID: 19350416. 


Mario JR. A review of Anglo-American forensic professional 
codes of ethics with considerations for code design. Forensic 
Sci Int. 2002 Feb 18;125(2-3):103-12. Review. PubMed PMID: 
11909650. 


McKinney JA, Emerson TL, Neubeert MJ. The effects of ethical 
codes on ethical perceptions of actions towards stakeholders. J 
Bus Ethics 18 June 2010. 


National Research Council. A survey of attitudes and actions on 
dual use research in the life science: A collaborative effort of 
the National Research Council and the American Association 
for the Advancement of Science. Washington DC 2004: The 
National Academies Press. 


Patterson P. Toward an effective code of conduct. OR Manager. 
2009 Jan;25(1):17-8. PubMed PMID: 19226879. 


Patterson PB What makes a behavior code effective? OR 
Manager. 2009 Jan;25(1):19-20. PubMed PMID: 19226880. 


Parker MH. Normative lessons: codes of conduct, self- 
regulation and the law. Med J Aust. 2010 Jun 7;192(11):658- 
60. PubMed PMID: 20528720. 


Pustovit SV, Williams ED. Philosophical aspects of dual use 
technologies. Sci Eng Ethics. 2010 Mar;16(1):17-31. Epub 2008 


Oct 21. PubMed PMID: 18937057. 56 























eCVeElD RESOURCES 





) 














SE 


SCHOLARLY RESOURCES, continued 


Rappert B. Codes of conduct and biological weapons: an in- 
process assessment. Biosecur Bioterror. 2007 Jun;5(2):145-54. 
PubMed PMID: 17608600. 


Rappert B. Responsibility in the life sciences: assessing the role 
of professional codes. Biosecur Bioterror. 2004;2(3):164-74. 
PubMed PMID: 15588054. 


Rappert B. Coding ethical behaviour: the challenges of 
biological weapons. Sci Eng Ethics. 2003 Oct;9(4):453-70. 
PubMed PMID: 14652899. 


Schuurbiers D, Osseweijer P, Kinderlerer J. Implementing the 
Netherlands code of conduct for scientific practice-a case 
study. Sci Eng Ethics. 2009 Jun;15(2):213-31. Epub 2009 Jan 21. 
PubMed PMID: 19156537. 


Selgelid MJ. Dual-use research codes of conduct: lessons from 
the life sciences. Nanoethics 2009; 3:175-183. 


Sohl P, Bassford HA. Codes of medical ethics: traditional 
foundations and contemporary practice. Soc Sci Med. 1986; 
22(11):1175-9. PubMed PMID: 3529416. 


Somerville M, Atlas RM. Ethics: A weapon to counter 
bioterrorism. Science. 2005 (307):1881-1882. 


Spier RE. "Dual use" and “intentionality’: seeking to prevent 
the manifestation of deliberately harmful objectives: A 
Summary and some reflections on ‘The Advancement of 
Science and the Dilemma of Dual Use: Why We Can't Afford to 
Fail’. Sci Eng Ethics. 2010 Mar;16(1):1-6. PubMed PMID: 


19798590. 57 




















eCYylielD RESOURCES 





) 














Se 


SCHOLARLY RESOURCES, continued 


Sutton V. Smarter regulations: commentary on "Responsible 
conduct by life scientists in an age of terrorism". Sci Eng Ethics. 
2009 Sep;15(3):303-9. PubMed PMID: 19590982. 


Taylor PL. Scientific self-regulation-so good, how can it fail? 
Commentary on "The problems with forbidding science’. Sci 
Eng Ethics. 2009 Sep;15(3):395-406. Epub 2009 Apr 10. 
PubMed PMID: 19360483. 


Veatch RM. The sources of professional ethics: why professions 
fail. Lancet 2009 Mar 21;373(9668):1000-1. PubMed PMID: 
19330942. 


Verpeet E, Dierckx de Casterle B, Van der Arend A, Gastmans 


CA. Nurses’ views on ethical codes: a focus group study. J Adv 
Nurs. 2005 Jul;51(2):188-95. PubMed PMID: 15963191. 


58 





Coameym@elaaclan 


promoting understanding = cultivating responsibility 


DIVE) BOKY-8 {-4y- 





Ne) el=lalelb as: 


AN aim ool U(or-) 41) at-] Mm Kole) Mm DL=\1(=) (0) ello Mm Olavel=) amd al-mw- Vel) o)(e--Mme) Mm del-MM\ T-] ale) ar-] Me yo(=)ale-Mee Velie) a! am sfey-laemm ce) mm llex-loel ai ay 








ALA ame)m@ela(azlan 


g understanding * cultivating responsibility 


Dual Use Res 


promoti 








-VololUimaslkmaelileerdlelselm ele) bs 


This is an introduction to dual use research of concern. It is offered as a 
tool for achieving several interrelated purposes, including promoting 
discussion, increasing awareness, and cultivating responsibility for dual 
use research of concern. It is just one of several available tools for 
Lol ULer-) aay -mlarethiceler-]cw-lalem:dgele|ekw-leleleimaal-Melal-li(-al-<-m el a=hy-)aincrem om iic= 
sciences (and related) research that may have both beneficial and 


malicious applications. 
Dual Use Research of Concern: Promoting Understanding + Cultivating 
Responsibility has been designed for adaptation to the needs of different 
learners. In part or in whole, it can be used for self-directed learning by 
Tare tte LO me) au ce) am (=t-laellat-ar-lalemelkyaeryy (eam el a -dgelel esp 








In 1918, World War | ended, 

but a pandemic of influenza, which 
began in 1917 and ended in 1920, was 
at its height. 


wlan) ysl Pe lame-lesecmeymaatelae)(eliava-lalemarlelar-liiare 
was and remains unprecedented. 
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Approximately 500 million were infected. 


These grim statistics account for the controversy 
J oF Walle om dal-Ma-lae)atidae lad (olameymant-melac\ileleryiy, 
extinct 1918 flu virus, reported in a paper 
published by a group of investigators in Science 
Tam eel xe) ol=) a0) 0) am 


* T.M. Tumpey et al, Characterization of the Reconstructed 1918 Spanish Influenza Pandemic 
Virus, Science 310, 77-80 (2005). 





In “Characterization of the Reconstructed 
1918 Spanish Influenza Pandemic Virus,” 
Wea c=)alex=m lV Pee e lanl el=\"ar-lalemalemee) i (=t-]-40 (=. 
reported on their success in using 
“reverse genetics’ to produce an 
influenza virus nearly identical to the 
1918 pandemic virus. 


Their aim was to study the extraordinary 
virulence of the virus. The results of such 
research could aid vaccine development 
efforts to protect the public against 
future pandemics or in the event of a 

(UL dbl a= Meleiaela-t-) @elm- my lanlitclanva ey-lanley-<-)alle 
flu. 


But, the research could be misused and 
put to malevolent purposes—for 
example, to reconstruct the virus and 
oloxY-M- Maal azt-lamcem oll) i(omal=t-) idem 


The research on the 1918 influenza virus 
vividly illustrates the dilemmas that can 
FLAKXeMiMamdelmaelaleleram-lalemelelelive-idielameyi 
dual use research. 
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DUAL USE RESEARCH OF CONCERN 


Promoting Understanding «= Cultivating Responsibility 


contents 


Part 1 - an era of heightened concern: the historical background 

Part 2 - defining dual use research of concern 

Part 3 - researcher responsibilities 

Part 4 - a framework for risk assessment and management 

Part 5 - communicating research with dual use potential 
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An era of heightened concern 


The 1990s September 11, 2001 


Ehe New dork Times 


US. ATTACKED 


concerns about HLJACKED JETS DESTROY TWIN TOWERS 
. ‘ . AND HIT PENTAGON IN DAY OF TERROR 
terrorism—including 
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September 18, 2001 


Letters containing spores 
of Bacillus anthracis, the 
causative agent of anthrax, 
were mailed to two U.S. 
Senators and several news 
media offices. Five people 
died; 17 others were 
infected. 





An era of heightened concern 


yAU UK 


In the Journal of Virology, 
Australian researchers 
report that in re- 
engineering a mousepox 
virus, they unexpectedly 
fe) celelereczrom-Mmanleloamanle)a= 
virulent virus—raising 


fears about the potential 
for bioterrorism. 


2002 


In Science, investigators 
report that they have 
reconstructed the 
poliovirus from chemically 
synthesized 
vo) Fexeyalecal(clela(e(--maar-im (10 
linked together and then 
transfected into cells. 


2002 


In PNAS, researchers 
report on their 
investigations into the 
immune response to a 
virulence gene from 
VEToOol alee Pmlaraiecel iat: 
Talcelaenrehielamelamaren mae, 
increase viral virulence. 





An era of heightened concern 


2004 


The National Research 
Council publishes the Fink 
Report recommending 
that scientists be educated 
about their responsibilities 
Vida a=t:t-]ecmnemeler-]MELy= 
research. 


2004 


The National Science 
yANo Wi tyo) Ym ofey-]ae mie) ¢ 
Biosecurity is established 
to provide advice, 

AU Cor-]ala=perelalem(=t-le(sevall®) 
regarding biosecurity 
oversight of dual use 


research. Holds first 
meeting in 2005. 
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In Science, researchers 
from the Centers for 
DIEY=F-KY-m Geolalagelm-lalemanl-lle 
colleagues report that they 
have successfully 
reconstructed the 
influenza virus that caused 
the 1918 flu pandemic. 








If dual use research is distinguished 
from other types of life sciences 
research by its potential for 
benevolent and malevolent 
application, then few of the products 
of life sciences research—information 
or technologies—lack that potential. 


The challenge: formulating a 
definition that enables identification 
of research warranting concern, 
vigilance, and perhaps oversight. 
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A definition proposed by the National Science Advisory Board on Biosecurity 


According to National Science Advisory Board for Biosecurity 
(NSABB), dual use research of concern is “[Rljesearch that, 
based on current understanding, can be_ reasonably 
elaatell ey-1n-lemxom e)ge)vslol=M dale)’ li (=lel:-m eo) cole lel oln-pae) am u=Tol al ale) (elcd (ah: 
arcs Mm eolel (om ol-Meolla-lord Yam onl (ct-|¢)°)| (lem coll oloky-Mr- Mid ala-t-1amce lm olb elite 
health and safety, agricultural crops and other plants, 
animals, the environment, or materiel.” * 


* Established in 2005, the NSABB is a Federal advisory committee chartered to provide advice, 


guidance, and leadership regarding biosecurity oversight of dual use research to all Federal 
departments and agencies with an interest in life sciences research. The NSABB advises on and 
recommends specific strategies for the efficient and effective oversight of federally conducted or 
LU] e) oXe) axle Melle] MULY=m o) (eo) (o}:4(or-] Ma=t1-t-] cog Pame-] di ay-amlalnemae)aly(e(-e-|alelaMal-ldlelar-] mx-lo0l al avmene)ala-)aatcm-lale mm dal 
al=\elekwe) Mm dal-Mashy-r-]cosmeelelirelaliaAmm bal-melcvilelid(e)ameymelll-]MOLY-Ma-t1-1-leel pM Mige)semaa-M\hY-\ >] - 0-740 OP Mle) ole) am 
Proposed Framework for the Oversight of Dual Use Life Sciences Research: Strategies for Minimizing 
the Potential Misuse of Research Information. 


The NSABB has identified 7 categories of research that might qualify as 
oUF MURY=Macky-t-] aol ameymae)elxzlaem-lalomyalelel(omdel=)a-)ce) q-Macla-)\\-malekyols 
scrutiny during its design, conduct, and perhaps publication. These 
include research that might 


1. Enhance the harmful consequences of a 
biological agent or toxin. 


Example: Information on how to make a 
seasonal strain of the influenza virus as deadly as 
the 1918 pandemic strain. 


2. Disrupt immunity or the effectiveness of an 
Taalaslelalrsciecelamiaideleleimellal(eclm-laleikelmr-t:4arouliaelec) 
justification. 





Example: information on the insertion of an 
immunosuppressive cytokine into a viral genome 
to render the antiviral immune response less 
effective. 


The NSABB has identified 7 categories of research that might 
CLUE IIMA As MOLUrIMURY=m a-hx-t-]aeleme)mee)ale-leom-lalemyalelellomaal-la-tiel a= 
receive closer scrutiny. These include research that might 


1. Enhance the harmful consequences of a 
biological agent or toxin. 


Example: Information on how to make a 
seasonal strain of the influenza virus as deadly as 
the 1918 pandemic strain. 


2. Disrupt immunity or the effectiveness of an 
Taalaslelalrsciecelamiaideleleimellal(eclm-laleikelmr-t:4arouliaelec) 
justification. 





Example: information on the insertion of an 
immunosuppressive cytokine into a viral genome 
to render the antiviral immune response less 
effective. 


7 categories of research that might qualify as dual use 
research of concern—research that might 





Staphylococcus aureus 


Oo} al c=) am xe r- Mo) (eo) (ol:4ier-] W-]-4-1 0) me) mune) (lap 
resistance to clinically and/or 
agriculturally useful prophylactic or 
therapeutic interventions against that 
agent or toxin or facilitate their ability to 
evade detection methodologies. 


Example: Information on how to confer 


doxycycline resistance to Vibrio vulnificus 
or antibiotic resistance to agriculturally 
relevant microbes, such as rendering 
Erwinia amylovora resistant to 
streptomycin. 


7 categories of research that might qualify as dual use 
research of concern—research that might 


4. Increase the stability, transmissibility, or the ability 
to disseminate a biological agent or toxin. 


Examples: information on changing genetic factors 
to increase transmissibility and altering the route of 
transmission or vector to increase the ease and 
effectiveness by which an agent may be 
transmitted. 


5. Alter the host range or tropism of a biological agent 
or toxin. 





Example: Knowledge of how to convert nonzoonotic 
agents into zoonotic agents, altering the tropism of 
viruses, and expanding the varieties of the same 

plant that an altered pathogenic agent could infect. ‘ 


7 categories of research that might qualify as dual use 
research of concern—research that might 


6. Enhance the susceptibility of a host population. 


Example: Information on how to create a stable recombinant 
Lactobacillus casei that could effectively block the host’s ability to 
synthesize an important immune signal, such as tumor necrosis factor 
alpha, which may directly facilitate the evasion of normal host 
defenses. 


yee C11 =) 1 <== ae d'c=) ey) al ey-x=) al (om-}-4-) al mel mmce) (ame) mm a-lae)arididein-m-lam-e-lelterslacte 
or extinct biological agent . 
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pathogen using unique gene sequences or combinations of sequences 
that do not exist in nature; or on how to reconstitute a pathogen that no 
longer exists in nature, such as the 1918 pandemic influenza virus. 
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The critical role of researchers 
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institutions, and others, the researchers themselves can and must 
play a central role ... 


... After all, they know their research best and are in the best 
position to anticipate the types of knowledge, products or 
technologies that might be generated, the potential for misuse, and 
the degree of immediacy of that threat. 


Researcher responsibilities span the successive 
phases of the research process 


6 Institutional Development of 
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approval 
other 
concept oe 
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and design 
research results 


Funding 
stage 
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research 
Publication of 
manuscript or 
other product 

















Researcher responsibilities 
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Is this dual use research of concern? 


A framework for assessing and managing risks 


QUESTION 1: 
Could this 
research yield 
information that 
could be 
intentionally 


misused to 
threaten public 
health and safety 
or other aspects 
of national 
security? 


The framework’s 5 key questions 


QUESTION 2: 
What is the 
nature of the 
threat that could 
be posed from 
intentional 
misapplication of 
the information 
and what are the 
potential 
consequences? 








QUESTION 3: 
Based on the 
above 
considerations, 
how likely 
(reasonably 
anticipated) is it 


QUESTION 4: 
Could this 
research yield 
Talielaearelelelemaarels 
could potentially 
benefit the life 
that the sciences and/or 


information could 
be used to pose a 


olU) o) (fom av=t-lidem-lare, 
safety and other 


threat to public aspects of 
health and safety national 
or other aspects of security? 


national security? 








QUESTION 5: 
Do the potential 
risks outweigh 
the potential 
benefits? 


Is this dual use research of concern? 
A framework for assessing and managing risks 


1. Could this research yield information that could be intentionally misused to 


threaten public health and safety or other aspects of national security? 
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biologics, etc.? 
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threat? If so, is that other information already available? 


Is this dual use research of concern? 
A framework for assessing and managing risks 


2. What is the nature of the threat that could be posed from the intentional 


misapplication of the information and what are the potential consequences? 





¢ What is the potential nature (e.g., economic, agricultural, public health) and 
what is the potential impact of the threat? 

Ad at} CM aL =MXoco) ol-Mo) Maa (=oleyn-laldt-] Maela-t-] a (=e loli mael-la\Pandell(oem ol=te)*) (=m ol ele cy 
animals might be adversely affected)? 

¢ Are there currently countermeasures for this threat? 

¢ What type of technical expertise and/or physical resources would be needed to 
apply the information for malevolent purposes? 

¢ In what timeframe might the information be misused? Is there concern about 
immediate or near-future potential use, or is the concern about misuse in the 
distant future? 
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the dual use information for harmful purposes? 


A framework for assessing and managing risks 


3. Based on the preceding considerations, how likely—reasonably 
anticipated—is it that the information cold be used to pose a threat to public 
health and safety or other aspects of national security? 


If there is NO 
discernable 


potential threat 
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Is this dual use research of concern? 
A framework for assessing and managing risks 
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security? 
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¢ What is the nature of the potential benefit? 


¢ How much of a benefit might there be? 


Is this dual use research of concern? 
A framework for assessing and managing risks 


5. Do the potential risks outweigh the potential benefits? 





¢ If not, determine applicable risk management strategies. 


¢ If so, consider whether the research should be modified, 
conducted at a later time when the benefits outweigh the 
risks, or delayed (perhaps, in rare cases, even discontinued). 


¢ The risk/benefit assessment should be conducted 
periodically. 





Computational study 
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of research with dual use 
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following in sequence: 


1) Content 


qu 


2) Timing 


i 


3) Extent of distribution 
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Communication decisions 


Option 1 


1st 
elaheaale 


OCS a re} rsom 


bptien2 | ©! the research tindings, the usetulness 
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Communication decisions 


Option 1 


2nd 
Timing 


Option 2 -achned, e.g., a CONC nis met sucn tnat 
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Communication decisions 





Extent OF 6 om: . 
Distribution access and under what circumstances.) 











There are several strategies for raising awareness about, and 
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For example, some professional 
Yolol(=] 4 (=m aY-)V=me(=\¥(=1 (0) ol=le movole (=e) more) altel elem ce) mel ere) 
use research of concern. 
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available at: [web address] 


so [Uler-halelar-) 
interventions 
targeted at 

students 

and investigators 

in the life sciences 
are crucial 

to raising awareness 
late mlaceel(ercidial-m acs elelaryieli nares 





Case-based interventions 
UY c=¥-] me) a a=t-l ale 
scenarios 
to challenge groups and 
individuals to wrestle with 
dal=me(Ure] MORX=mell(=Jealeatem-lale 
reason through the question 
e) j 
What should you do? 
in every phase of the dual 
use research process. 





The cases: 
Objectives for learning and discussion 


eam PY-Jaalelaciaech-e-lemelare(=ecie-lalellay-meymdel-mel ere) MUKx-mell (“leet P 
including “real life” and hypothetical examples of dual use 
research 


>» Demonstrate an ability to identify aspects and products of 
research with the potential for misuse 


>» Demonstrate an understanding—and ability to formulate— 
workable strategies for minimizing the risk of misuse 


Pomme PY) fal=t-1 k= a= Lead edi fiai=cwrlaleme(-1ilal=m-] °) ele) elat-le-mae)ale(erae 
Vi al=yamel=xytcaallar-wmeelalelecedlal:amrclavemaclsalealelalociaial-melere] Menx= 
research 


1. Before the Study: Using Adenovirus 


wYolalre Mew: Me lelelxe)e-ia-Bciaelel=)al mia lem (wel-\¥(-] (0) e)]al-ar-Malclivm e)ae) [slo 
in which she plans to test a gene transfer technique to treat 
colon cancer tumors. The technique uses a modified 
adenovirus as a vector. It modifies the adenovirus in sucha 
YEW am a ar-hmlomy ol=Lol bil or-] | Vm e-] e410 moe) (el amer-leollalelnar- mac icw-lalemer-le 
be used to deliver tumor suppressor genes with the aim of 
overcoming the mutated genes that are implicated as the 
cause of the tumors. Modified adenoviruses have been used 
as vectors for gene transfer before but with only partial 
success. Sonia's technique is an improvement on existing 
aal=1aalexeKw-larem e)ce)aalky--m ce m-)\/-) ame) a a-\1e) \)(-Mdal-We) cele) (“)aiemaarels 
have hampered success in the past. Moreover, the method 
is easy to use and relatively cheap. Although she has not 
published on the new method as yet, her colleagues have all 
tested it and are very impressed; indeed, they have 
encouraged her to patent the method. 


1. Before the Study: Using Adenovirus 


continued 


Toe MMe hieem ie) am el=lanole em alelh(-l1/-) am at-Kmel=l-lamellaalaatsre. 
Melia ohar-lame)aisat-lale(=remeelenlaal=1aime) mal=) eee) |(-t-)-40(-m DY lap Viale, 
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and other harmful agents to cause harm to animals, 
agriculture and perhaps even to humans. Now, Sonia is not 
sure what to do. 


Q: Should Sonia disregard Dan’s comment—after all, she ts 
working on a possible treatment for cancer? 


Q: Should Sonia inform others about the potential for misuse 
of her newly developed method? If so, whom should she 
inform? Her colleagues? The editors and readers of the 
journal or journals in which she might publish her work? 


Q: Is there some other course of action that Sonia should 
consider? 


Q: Are there conditions under which research like Sonia’s 
should be prevented from being carried out? 


2. During a Study: 
Studying Streptococcus Pheumoniae 


Ann, a post-doctoral fellow is working with Peter, a senior 
researcher, on a study of antimicrobial resistance in gram- 
positive pathogenic bacteria. Ann is studying recently 
isolated strains of Streptococcus pneumoniae that have 
developed antibiotic resistance and cause significantly 
TaacysRXaem *dalselentelalt-Manlelacl(elia’a-lalemenlelarcl iin Am )eCcmatee 
identified a gene that she believes is responsible for the 
resistance, one that encodes part of a membrane-bound 
protein pump that removes materials from bacterial cells. 
And with that gene, she has created a variant with increased 
Capacity that provides heightened resistance. 


2. During a Study: 
Studying Streptococcus Pheumoniae 


continued 


Q: This research has the clear potential to yield public health 
benefits, but it could also be used for malevolent purposes. 
What, if anything, should Ann and Peter do to minimize the 
risks of misuse of the research? 


Q: Should Ann and Peter be held responsible if the findings of 
their research are malignantly misused? 


3. The Editor’s Point of View: 
Studying the Interaction between a Virus and 
the Human Immune System 


wLO= Ml alem PEW lem Le] olaalimxom-Manl-J(e) mii ae) (ey-amlolelaal-]m-Maar-lalecieg) els 
ofeKyol dl eliay-mare)’ Mm dal-Mlakx=)aa(elameymr-lamlaslsalelacesyele)ela=exyi-marane) dial= 
into Pithecine virus viral genome renders the antiviral immune 
response less effective. The manuscript has been read by many 
of their colleagues, all of whom agreed that the findings 
c=) Le) aczlom-la-eJl-4alialer-lalmrlalemeelel (om (--[em com ol-ian-) mm Ulale(=)acie-larel lays 
of the interactions between this virus and normal immune 
function. 


Several days later, David receives a call from the journal editor, 
who tells him that the draft paper will undergo special review 
due to the ‘dual use nature’ of the research. 


3. The Editor’s Point of View: 
Studying the Interaction between a Virus and 
the Human Immune System 


continued 


When David informs Sue of his conversation with 
the editor, she is understandably very worried that 
iW aL=maerlalenxeal elmeal-\\malela ol-m-[ae-)ela-le mel meleleli(e-lalele 
as a result of this special review. While the paper is 
Ulale(=)am a=\va(=\\Amclal-m-lalem Dil Vile a=)i(-lemre)aMmuel-Mmal-\V mel er) 
use research of concern review policies being 

Lele) ojazlom elm lolli gale] mnom’ elle Mmaal-\ma-t-40lrlalaelelaalim 


3. The Editor’s Point of View: 
Studying the Interaction between a Virus and 
the Human Immune System 


continued 


Q: What considerations should guide editorial 
decisions about the publication of manuscripts 
describing dual use research? 

Q: Who should be involved in reviewing the paper? 
Q: If a manuscript ts to be published, what 
measures should editors take to minimize the 
potential for misuse? 

Q: If the paper Is rejected due to its dual use 
potential, what, if anything, should be done to 
ensure that the paper ts not published elsewhere? 


4. Conference Talk/Poster Session: 
Working with Clostridium Botulinum — 
Some Surprising Results 


The bacterium Clostridium botulinum produces a toxin that 
(of= UR =kWe- | Le] 0] a Rol OM or-X=\-Me) mi cololem ole) vel alial-ar-M\(-t-] mama 
United States. Bioterrorists could exploit several of its 
properties—it is accessible, easy to prepare in large 

LUE Vaidid(=\yur-lalemivcelel (om ol-mel-t-le|\Vaim-lele(-lem coma al-M velele me) 
water supply. To counteract the effects of such an attack, a 
research team screened a library of compounds with the 
ekoleaide-TMKoMlaleliclimaal-e-lAdhUiavmeymeololaulilaleleamae) (iamne 
determine if they could be used therapeutically after an 
attack. 


4. Conference Talk/Poster Session: 
Working with Clostridium Botulinum — 
Some Surprising Results 


continued 





During the studies, the group found a small molecule 
scaffold that strongly enhances the catalytic activity through 
an apparent increase in binding affinity—in fact, the 

Koyaal eLelerarem=lalar-lalxziemdal--lea | ia me)maal-mne) (ime) oMmcom colli ac=t-)at 
co)(o Mmmm MalCmilareliat-meelel(eom's(-)(oM eleldemel-)al-isicw-lalemar-laeacemle 
minute doses, botulium toxin is used to treat cerebral palsy, 
J oF Ry aarelelComeh’cy olaveyalt-pur-lalemelaal=)mmaelaleliulelakw-lalemaalcmulareliars 
could make this use even more effective therapeutically. But 
the discovery could be put to misuse as well in ways that are 
both easy and frightening to imagine. 


4. Conference Talk/Poster Session: 
Working with Clostridium Botulinum — 
Some Surprising Results 


continued 





Q: Should these researchers share the results of their 
research at a scientific conference? What considerations 
should inform a decision on whether to share the findings? 


Q: Are there ways to share findings while minimizing the 
risks of misuse? 


> Pee DIUF- | MUKyY-me)m@rolelex-lanmiaW-\aleldnl-lan ae] eee @-) 10 
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Metastasis 


Dy em Cle- Wm laicsia-cinsem am e=)lcoaetloap @laln-)e-ledcolem-laleminmacl(-mle 
tumor growth and metastasis. She finds that membrane 
protein X is over-expressed in tumor cells and thinks that it 
may regulate cell adhesion and invasion. She hypothesizes 

iW aTeL Ma a=M A er X =) maallatelmele)eat-liamelel (em aal-).(-m-M-xelelemelo)aallar-lalne 
negative inhibitor and discovers that expressing this domain 
Talalielinwslelarscielam-lalem iicmaer sale) mes] CMM lem o)gelel(a-melela= 
protein to use as a drug to treat cancer, Dr. Gray and her 
colleague Dr. White develop a bacterial expression-secretion 
system and are able to isolate the recombinant N-terminal 
domain from bacterial culture medium. They are excited to 
find that it kills tumor cells at remarkably low concentrations 
(0.1 ug/ml), and they name the recombinant fragment "N- 
statin.” They show that it does not kill normal cells until they 
use 20-fold higher doses. 


wo Pee DICE] MUY- lem -Velelael=) au e-em @-)) Ppet-iaap. 
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continued 


Their findings show that exceptionally low doses are needed 
for an effective cancer drug, but they also have results that 
suggest that if taken orally, even low doses kill mice. Their 
work illustrates that apart from being a potential drug for 
cancer, N-statin could be very cheap rat/mouse poison, 
because the bacterial expression-secretion system provides 
an easy source of the material. 


Dr. Gray and Dr. White share with you their new methods 
elalemilaleliar-m i zelcoem ele milalemlanlelasccyisme =. elle r-l Ima = 
oko) c= alYMo) maal=M ol(e)(ey:d(or-] mel abl-aer-lalel(or-|i=toed slUiMmYelUmi Volga’, 
id arch ma al=menl=idelelem-lalemaal-milalellay-<om idem cay ol-lem ce mney (aiay, 
pose real risks with respect to dual use concerns and 
biosafety. 
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continued 


Q: What should you do in this case? Should you alert the 
researchers? the IBC? Someone else? 

Q: Should the method and the findings be shared with others 
working in this area? And If so, should they be notified of the 
potential dual use of this research? 


Appendix C - NSABB Codes of Conduct Workgroup Charge 


NSABB Codes of Conduct Workgroup (CCWG) 


Workgroup Charge 


|. Proposed Workgroup Charge 


According to its charter, one key function of the NSABB is to “[A]dvise on the development, 
utilization and promotion of codes of conduct to interdisciplinary life scientists, and relevant 
professional groups.” In its Proposed Framework for the Oversight of Dual Use Life Sciences 
Research: Strategies for Minimizing the Potential Misuse of Research Information (June 2007), 
the NSABB articulated “considerations in developing a code of conduct for dual use research 
in the life sciences” (appendix 3 of the Framework), which includes a set of core 
responsibilities regarding dual use research of concern and a comprehensive delineation of 
responsibilities in the research process. The NSABB Codes of Conduct Workgroup (CCWG) is 
now charged with several tasks to promote the dissemination, awareness, and adoption of 
codes of conduct by academic institutions as well as by professional societies and individuals 
engaged in dual use research. 


The Workgroup’s pursuit of its charge is premised on certain assumptions regarding the 
development of codes of conduct. First, the development and implementation of codes of 
conduct should be voluntary activities on the part of professional societies, institutions, and 
groups of researchers (e.g., a laboratory team). Second, especially with regard to the 
challenges of dual use research, codes are optimally used for the purposes of educating and 
raising awareness among scientists throughout the organization. 


The tasks of the Working Group are to: 
(1) Advise on ways to promote the adoption of Codes by Academic Institutions and 
Scientific Societies; 
(2) Provide guidance on how to maintain Codes as “living’”’ documents that continue 
to reflect changes in the field of dual use research. 


To achieve these tasks the WG will: 
1. Identify the relevant people within academic institutions who have the 
authority and reach to disseminate Codes (for example, VP for 
Research, Department Head, etc); 
2. Identify the relevant people within scientific associations who have the 
authority and reach to disseminate Codes; 
3. Advise on ways to engage these individuals on the issue of Codes; 
Identify barriers to awareness and adoption of conduct codes; 
5. Advise on ways to overcome these barriers; 


_ 
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6. Identify strategies for realizing the potential of codes in shaping 
behaviors and practices. 


Il. Proposed Objectives 


1) Assessment of “the state of the issue,” that is, the extent to which professional societies 
and institutions have adopted—or are considering the adoption of—codes of conduct; 
the response of members of societies and of leadership, faculty, and staff of institutions 
that have done so, and other relevant parameters. 

2) Identification of barriers to disseminating, raising awareness about, and adopting codes 
of conduct. 

3) Strategies for effectively disseminating, raising awareness about, and encouraging the 
adoption of codes of conduct. 


lll. Proposed Approaches 


a. Review of Previous NSABB Work Addressing Codes of Conduct: 


Strategic Plan for Outreach and Education on Dual Use Research Issues (December 
10, 2008) 
Proposed Framework for the Oversight of Dual Use Life Sciences Research: 
Strategies for Minimizing the Potential Misuse of Research Information (June 2007) 
o “Principles for the Responsible Communication of Research with Dual 
Use Potential”’ 
o “Points to Consider in Assessing the Risks and Benefits of 
Communicating Research Information with Dual Use Potential” 
o “Considerations in Developing a Code of Conduct for Dual Use Research 
in the Life Sciences” 
Note: the Codes of Conduct Workgroup will build upon, as opposed to 
reconsidering, previous NSABB recommendations on this document. 
Reports from the 1%, 2", and 3° International Roundtable on Dual Use Life 
Sciences Research 
Goal 1: Ensure that WG members are well informed about the past work of the 
NSABB on the issues surrounding codes of conduct. 
Goal 2: Summarize the previous work of the NSABB will be summarized for final 
report. 


b. For objective 1), utilizing direct contacts and literature as well as website reviews, 
assess the current status of codes of conduct adoption by relevant professional 
societies and institutions (see appendix for a list of the targeted societies) 


Goal 1: Inform WG members of the results of this survey and the key findings 
from the survey (especially with respect to any discernible impact of NSABB’s 
work thus far). 

Goal 2: Summarize survey data and key findings for final report. 
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c. For objective 2), on the basis of the survey described in b., select societies and 
institutions that have adopted and sought to implement codes of conducts, as well as 
groups that have not, and conduct a more targeted effort aimed at identifying barriers 
encountered or perceived (i.e., encountered by groups that have adopted codes and 
perceived or encountered by those that have not). Also, if and where possible, 
identify strategies that have been effective. 

=" Goal: Identify key barriers to code dissemination, adoption, and awareness. 
= Goal 2: Keep working group informed about the results of the survey and the 
effort to identify barriers. 


d. For objective 3), convene the working group for the purposes of (1) reviewing the 
information and data gathered through b and ¢, (2) analyzing the identified barriers to 
dissemination, adoption, and awareness, and (3) strategizing about ways of 
circumventing, surmounting, or mitigating these barriers. 

# Over-arching Goal 1: Encourage adoption of codes of conduct by individuals, 
professional societies, and institutions. 

= Subsidiary Goal 2: Develop a set of “points to consider” for making codes of 
conduct “living documents” in multiple contexts (e.g., in professional and 
scientific societies as well as in institutions and by individuals). 

= Subsidiary Goal 3: Develop a plan for communicating the “points to consider”’. 

= Subsidiary Goal 4: Develop a plan for assessing the impact of the “points to 
consider”. 














Please note: If feasible, the working group should consider holding a public forum 
(or consultation) as another approach to achieving objective 3). Discussions are 
underway with other NSABB working groups to determine if such a 
forum/consultation might be held in conjunction with a similar activity by another 
working group. 


Products/Deliverables 

a. Summary of information/data and key findings from survey of professional societies 
and institutions. 

b. Summary of key barriers to the dissemination, adoption, and awareness of codes of 
conduct and of effective strategies for these purposes. 

c. Final report incorporating (a) and (b), along with “points to consider” for realizing the 
potential of codes of conduct as guides to behavior and practice. 





Proposed Structure/Organization 

e Working Group co-chairs: Kenneth Berns & Andrew Sorensen 

e WG Membership: Christine Grant, Paul Keim, Stuart Levy, John Lumpkin, Mark Nance, 
James Roth 

e NSABB staff: Paul Lewis, Allan Shipp, Dan Davis, Ori Lev and Symma Finn. 
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VI. Outcome/Impact Assessment 
Measure impact of “points to consider” at specified intervals after 
introduction/communication. 
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Appendix D — NSABB Roster 


NSABB Roster 


Acting Chair 


Paul S. Keim, Ph.D.* 

Division Director, Pathogen Genomics 
Translational Genomics Research Institute; 
Cowden Endowed Chair in Microbiology 
Northern Arizona University 

Flagstaff, AZ 


Voting Members 


Kenneth I. Berns, M.D., Ph.D.* 
Director of Genetics Institute 
University of Florida 

Genetics Institute 

Gainesville, FL 


Arturo Casadevall, M.D., Ph.D. 
Professor and Chairman 

Dept. of Microbiology and Immunology 
Albert Einstein School of Medicine 
Bronx, NY 


Murray L. Cohen, Ph.D., M.P.H., C.1L.H. 
President and Chairman 

Frontline Healthcare Workers® 

Safety Foundation, Ltd. 

Atlanta, GA 


Susan A. Ehrlich, J.D., LL.M. (biotechnology & genomics) 
Judge (ret.), Arizona Court of Appeals 

Adjunct Professor, Department of Microbiology & Immunology, 
University of Texas Medical Branch — Galveston, 

Galveston National Laboratory 


Lynn W. Enquist, Ph.D. 
Professor and Chair 

Dept. of Molecular Biology 
Princeton University; 
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Editor in Chief, Journal of Virology 
Princeton, NJ 


J. Patrick Fitch, Ph.D. 

Laboratory Director 

National Biodefense Analysis and 
Countermeasures Center 

President, Battelle National Biodefense 
Institute, LLC 

Frederick, MD 


David R. Franz, D.V.M., Ph.D. 

Vice President and Chief Biological Scientist 
Midwest Research Institute; 

Director, National Agricultural Biosecurity Center 
Kansas State University 

Frederick, MD 


Claire M. Fraser-Liggett, Ph.D. 

Director, Institute of Genome Sciences 
University of Maryland School of Medicine 
Baltimore, MD 


General John A. Gordon 
General, USAF (Retired) 
Alexandria, VA 


Christine M. Grant, J.D.* 
CEO/Founder 

InfecDetect Rapid Diagnostic Tests, LLC 
Princeton, NJ 


Michael J. Imperiale, Ph.D. 

Professor 

Dept. of Microbiology and Immunology 
University of Michigan Medical School 
Ann Arbor, MI 


Joseph Kanabrocki, Ph.D., C.B.S.P. 
Assistant Dean for Biosafety 
Associate Professor of Microbiology 
Biological Sciences Division 
University of Chicago 

Chicago, IL 
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Stanley M. Lemon, M.D. 

Professor 

Division of Infectious Diseases 

University of North Carolina School of Medicine 
Chapel Hill, NC 


Stuart B. Levy, M.D.* 
Director 
Center for Adaptation Genetics and Drug Resistance; 


Professor of Medicine and Molecular Biology and Microbiology 


Tufts University School of Medicine 
Boston, MA 


John R. Lumpkin, M.D., M.P.H.* 

Senior Vice President and Director of the Health 
Care Group 

Robert Wood Johnson Foundation 

Princeton, NJ 


Jeffery F. Miller, Ph.D. 

Professor and Chair 

Department of Microbiology, Immunology 
and Molecular Genetics 

David Geffen School of Medicine 
University of California — Los Angeles 
Los Angeles, CA 


Randall Murch, Ph.D. 

Associate Director 

Research Program Development 
Virginia Tech — Northern University 
Alexandria, VA 


Mark E. Nance, J.D.* 
General Counsel 
Medical Diagnostics 
GE Healthcare 
Princeton, NJ 


Michael T. Osterholm, Ph.D., M.P.H. 

Director, Center for Infectious Disease Research and Policy; 
Associate Director, Dept. of Homeland Security 

National Center for Food Protection and Disease; 

Professor, School of Public Health 

University of Minnesota 

Minneapolis, MN 
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David A. Relman, M.D. 

Professor of Microbiology & Immunology 
and of Medicine 

Stanford University School of Medicine 
Stanford, CA 


James A. Roth, D.V.M., Ph.D., D.A.C.V.M.* 

Director, Center for Food Security and Public Health 

Executive Director, Institute for International Cooperation in Animal Biologics 
College of Veterinary Medicine 

Iowa State University 

Ames, IA 


Andrew Sorensen, PhD*§ 

Senior Vice President for Development Special Assistant to the President for 
Advancement President, The Ohio State University Foundation The Ohio State 
University Columbus, OH 


Anne K. Vidaver, Ph.D. 
Professor Emeritus 

Department of Plant Pathology 
University of Nebraska-Lincoln 
Lincoln, NE 


Non-voting Ex Officio Members 


Jason Boehm, Ph.D. 

Office of the Director 

National Institute of Standards and Technology 
Department of Commerce 


Parag R. Chitnis, Ph.D. 

Deputy Director 

Division of Molecular and Cellular Biosciences 
National Science Foundation 


Brenda A. Cuccherini, Ph.D., M.P.H. 
Special Assistant to the Chief R&D Officer 
Office of Research and Development 
Veterans Health Administration 
Department of Veterans Affairs 


Anthony S. Fauci, M.D. 
Director 
National Institute of Allergy and Infectious Disease 
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National Institutes of Health 
Department of Health and Human Services 


Franca R. Jones, Ph.D. 

LCDR, MS, USN 

Senior Policy Analyst 

Office of Science and Technology Policy 
Executive Office of the President 


Anne E. Kinsinger 

Associate Director for Biology 
U.S. Geological Survey 
Department of the Interior 


Tom Hopkins, Ph.D. 


Assistant to the Secretary of Defense for Nuclear and Chemical and Biological Programs 


(Acting) 
Department of Defense 


Peter R. Jutro, Ph.D. 

Deputy Director 

National Homeland Security Research Center 
Environmental Protection Agency 


Lisa Kaplowitz, M.D., MSHA 

Director, Office of Policy and Planning 

Office of the Assistant Secretary for Preparedness and Response 
Department of Health and Human Services 


David R. Liskowsky, Ph.D.* 

Director, Medical Policy & Ethics 

Office of the Chief Health and Medical Officer 
National Aeronautics & Space Administration 


CDR Carmen Maher 

Acting Deputy Director 

Office of Counterterrorism and Emerging Threats (OCET) 
Office of the Chief Scientist 

Office of the Commissioner 

Food and Drug Administration 

Department of Health and Human Services 


Susan Coller-Monarez, Ph.D. 

Deputy Chief Medical and Science Officer 
Science and Technology Directorate 
Department of Homeland Security 
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Janet K. A. Nicholson, Ph.D. 

Associate Director for Laboratory Science 
National Center for Infectious Diseases 
Centers for Disease Control and Prevention 
Department of Health and Human Services 


Christopher Park 

Director, Biological Policy Staff 

Bureau of International Security and Nonproliferation 
U.S. Department of State 


Caird E. Rexroad, Jr., Ph.D.* 
Associate Administrator 
Agricultural Research Service 
U.S. Department of Agriculture 


Amanda Dion-Schultz, Ph.D. 
Office of the Chief Scientist 
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Appendix E - Roundtable: Promoting Awareness and Responsibility in Dual Use Research: 
A Critical Assessment of the Role of Codes of Conduct 


NATIONAL NSABB Codes of Conduct 
SCIENCE Working Group 
ADVISORY 
BOARD FOR 
BIOSECURITY 

A ROUNDTABLE ON 


Promoting Awareness and Responsibility in Dual Use Research: 
A Critical Assessment of the Role of Codes of Conduct 


National Institutes of Health 
Building 31, 6" Floor, Room 10 
Bethesda, MD 
October 20, 2010 


Agenda 
7:45am ___ Light Refreshments 
8:00am __ Session | 


Codes of Conduct and the Responsible Conduct of Dual Use Research: an 
Overview of the work of the NSABB 


Co-Chairs: 

Kenneth I. Berns, M.D., Ph..D 
Director of Genetics Institute 
University of Florida 





Andrew A. Sorensen, Ph.D. 

Senior Vice President for Development 

Special Assistant to the President for Advancement 
President of The Ohio State University Foundation 
The Ohio State University 


e Presentation on working group activities to date: 

o The “considerations” regarding the core responsibilities of 
researchers in the life sciences (Appendix 3 of the Oversight 
Framework of June 2007) 

o Outreach and survey efforts before and after the development of 
the “considerations” 
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8:30am ___ Session Il 
Scholarly Work on Codes —- An Overview 


Moderator: 
Paul S. Keim, Ph.D., Division Director, Pathogen Genomics, The Translational 
Genomics Research Institute, Northern Arizona University 


Speaker: Brian Rappert, Ph.D., University of Exeter 


e Presentation informed by an academic literature review on how Codes of 
Conduct have been developed, promoted, and implemented across 
different fields —- Business, Academia, Government and professional 
societies- how they were developed and used in the life sciences, as well 
as in the area of dual use research. 

e The purpose of this session is to identify effective strategies for 
developing, implementing, and ensuring the vitality of codes of conduct, 
especially in the sciences and particularly with reference to dual use 
research. 


9:30am _ Break 
9:40am __ Session Ill 
Lessons Learned: Codes of Conduct and Professional Societies 
Moderator: 
Stuart B. Levy, M.D., Director, Center for Adaptation Genetics & Drug 
Resistance, Tufts University School of Medicine 
Speakers: 
e Ronald Atlas, Ph.D., American Society of Microbiology (ASM) 
e JanLeach, Ph.D., American Phytopathological Society (APS) 
e Mark S. Frankel, Ph.D., Director, Program on Scientific Freedom, 
Responsibility & Law, American Assn. for the Advancement of Science 
(AAAS) 


e Asession devoted to the discussion of such questions as: 


1. What were the motivating aims in the development and implementation 
of codes of conduct? 
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10:50 


11:00 


2. Who led the effort? 

What processes and what individuals or groups were involved in 

developing codes of conduct? 

Once formulated, how were codes of conduct adopted and promulgated? 

How are codes used? 

Have the codes been modified, and if so, why? 

Have adopted codes of conduct proven effective in achieving the 

motivating aims? 

8. What lessons were learned with regard to the development, 
implementation, and dissemination of codes of conduct? 

9. NSABB’s goal is to promote the development and adoption of codes of 
conduct by more professional societies. What factors were conducive to 
the development and adoption of codes of conduct in the professional 
societies that now have them in place? 


Now sp 


Break 
Session IV 


Lessons to Be Learned: Strategies and Challenges in Adopting Codes of 
Conduct in the Academic Setting 


Moderator: 
Mark E. Nance, J.D., General Counsel, GE Healthcare 


Speakers: 
e Carol Whitacre, PhD, Vice President for Research, The Ohio State 
University 
e Scott Steele, PhD, Director, Office of Research Alliances, University of 
Rochester 


e Francis Macrina, PhD, Vice President for Research, Virginia 
Commonwealth University 

e KennethL. Dretchen, PhD, Chairman and Professor, Department of 
Pharmacology, and Senior Associate Vice President for Regulatory 
Affairs, Georgetown University Medical Center 

e Naomi Schrag ,JD, Associate Vice President for Research Compliance, 
Office of the Executive Vice President for Research, Columbia 
University 


e Asession devoted to the overarching question of how codes might be 
promoted and sustained in the academic setting. Insights trom industry 
will be discussed. Specific questions include: 

1. What might be barriers to the adoption of codes? 


2. How can these barriers be overcome? 
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3. How should codes be developed in academic settings (top-down, 
bottom-up, particular offices etc.)? 

4. How should codes be disseminated through the institutions? 

5. Howcan the codes “vitality” be sustained? 

6. What might be effective ways of promoting the adoption of codes in 
the wider community? 

7. How can the adoption of codes be promoted as a moral versus legal 
approach? 


12:20 Lunch 
12:45 Session V 


Promoting the Responsible Conduct of Dual Use Research: A Conversation 
with RCR Leaders 


Moderator: 
Christine M. Grant, J.D., CEO/Founder, InfecDetect Rapid Diagnostic Tests, LLC 


Speakers: 
e Michael W. Kalichman, Ph.D., Director, Research Ethics Program, 
University of California - San Diego 
e John Galland, Ph.D., Director, Division of Education and Integrity, Office 
of Research Integrity, Department of Health and Human Services 
e John E. Dahlberg, Ph.D., Director, Division of Investigative Oversight, 
Office of Research Integrity 


e Asession devoted to exploring potential linkages between codes of 
conduct, promoting awareness of dual use research, and education in the 
responsible conduct of research. Questions for discussion include: 

1. How can RCR education integrate the issue of dual use in general and 
the adoption of codes in particular? 

2. Are there good models or best practices for doing so? 
What might be the challenges to overcome? 


1:45pm ___ Review of the Roundtable Discussions and Next Steps (CCWG Members Only) 


2:30pm Adjournment 
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Appendix F - Roundtable Participants’ Biographical Sketches 


Ronald Atlas, PhD, is co-chair of the Public and Scientific Affairs Board Biodefense 
Committee of the American Society for Microbiology and Professor of Biology at 
the University of Louisville. He received his BS degree from the State University 
at Stony Brook, his MS and PhD degrees from Rutgers the State University, and a 
DSc (honoris causa) from the University of Guelph. He has served as President of 
the American Society for Microbiology, as a member of the NIH Recombinant 
Advisory committee, as chair of NASA’s Planetary Protection Committee, as chair 
of the Wellcome Trust Pathogens, Immunology and Population Health Strategy 
Committee, as a member of the US Department of Homeland Security’s Science 
and Technology Advisory Committee, and as chair of the Board of Directors of the 
One Health Commission. He is the author of nearly 300 manuscripts and 20 books. 
He is a fellow in the American Academy of Microbiology. 


John E. Dahlberg, PhD, has been the Director of the Division of Investigative 
Oversight of the Office of Research Integrity, US Department of Health and 
Human Services, since April 2006. He received a BA from Brandeis University in 
1963 and a PhD in microbiology from Purdue University in 1968. After post- 
doctoral fellowships at the Public Health Research Institute of the City of New 
York and at Rutgers University, he spent sixteen years at the National Cancer 
Institute in Bethesda carrying out research on retroviruses with an initial 
emphasis on ultrastructure and virus classification. Subsequently he focused 
increasingly on immunoassay development and molecular biology and, using all of 
these technologies, began research on lentiviruses in 1980. In 1988, Dr. Dahlberg 
joined a small biotechnology company as director of research and development, 
where he developed procedures for growing macrophage cells in serum-free 
medium and using them to test drugs for their ability to inhibit HIV replication. Dr. 
Dahlberg joined the Office of Scientific Integrity in 1992, just prior to its being 
reorganized into ORI. While at ORI, he has developed a variety of computer-aided 
techniques to assist in analysis of data and detection of evidence of data 
falsification. 


Dr. Kenneth Dretchen currently serves as a professor and chair of the Department 
of Pharmacology at Georgetown University Medical Center. He is actively 
involved in teaching the principles of pharmacology to medical and graduate 
students. Dr. Dretchen previously served as the Dean of Research for 5 years and 
the Senior Associate Vice-President for Regulatory Affairs for the medical center. 
In these two positions he was responsible for promoting and facilitating faculty 
research efforts as well as serving as the Institutional Official for the university. In 
this regard, he was responsible for all of the regulatory activities of the university 
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including the IRB, Animal Care and Use Committee, biohazards and radiation 
Safety. 


Dr. Dretchen maintains an active research program. In conjunction with General 
Dynamics he has been involved in the development of a stand-alone detection 
system for biological and chemical threat agents. Furthermore, he was part of 
the team including Meridian Medical Technologies and the DoD that developed 
the antidote kit for chemical weapons of mass destruction. The kit is carried by 
members of the military and stored in the Strategic National Stockpile. 


Dr. Dretchen is a member of the National Biodefense Science Board. This is a 
thirteen-member federal advisor committee that reports to the Secretary of 
DHHS. The responsibility of the board includes advising the Secretary on: 
emerging infectious diseases, pandemic influenza and chemical, biological and 
radiological threat agents. 


Mark S. Frankel, PhD, is director of the Scientific Freedom, Responsibility and Law 
Program at the American Association for the Advancement of science (AAAS), 
where he develops and manages AAAS’s activities related to professional ethics, 
Science and society, and science and law. At AAAS he has directed or co-directed 
projects on research integrity and scientific misconduct, codes of ethics in 
scientific and engineering societies, the ethical and policy implications of human 
stem cell research, the implications of advances in neuroscience research for the 
legal system, the use of science in the courtroom, and personalized medicine, 
among others. Dr. Frankel is a former member of the Board of Directors of the 
National Patient Safety Foundation and currently serves on the Boards of the 
Food and Drug Law Institute and the Center for Law, Science & Innovation at 
Arizona State University. He is also a member of the Science and Ethics Advisory 
Group at Roche Genetics in Basel, Switzerland. He serves on the editorial boards 
of Science and Engineering Ethics, Ethics & Behavior, and the Journal of Empirical 
Research on Human Research Ethics. He is editor of AAAS’s quarterly publication, 
Professional Ethics Report, and a Fellow of AAAS. 


John C. Galland, PhD, is the Director of the Division of Education and Integrity in 
the Office of Research Integrity, US Department of Health and Human Services. 
Before joining ORI on March 27, 2009, Dr Galland was Director of the UC Davis 
Laboratory Management Institute. While at the Institute, Dr. Galland developed a 
curriculum and unique pedagogy for educating scientists in the practical business 
of running a research program. This pedagogy was described in the journals 
Nature, Science, Cell, The Scientist, The Chronicle of Higher Education, the National 
Postdoctoral Association’s The PostdocKET, and Laboratory Manager. The 
curriculum was delivered through an annual program for postdoctoral scholars at 
UC Davis and a summer Certificate Program offered to people worldwide. Both 
programs consisted of 140 contact hours of instruction. Additional educational 
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programs were conducted for industry, government, national laboratories, other 
academic institutions, and scientific associations. 


Dr. Galland also taught a graduate course for the UC Davis School of Veterinary 
Medicine entitled “Philosophy and Ethics for the Biological Scientist’’. In 2004, Dr. 
Galland became one of 20 partners in the Howard Hughes Medical 
Institute/Burroughs Wellcome Scientific Management Program for Postdoctoral 
Fellows and Faculty and acknowledges their influence on the program at UC 
Davis. 


Dr. Galland received both his MS and PhD degrees from UC Davis. Before 
returning to UC Davis, he was Professor of Veterinary Medicine at Kansas State 
University where he taught public health and zoonotic diseases and conducted 
research on food-borne pathogens. 


Michael Kalichman, PhD, is the founding director of the Research Ethics Program 
at the University of California, San Diego, in La Jolla, California. Since 1988, he has 
taught multiple seminars and courses to help UCSD Training Grant Program 
Directors comply with NIH requirements for training in the responsible conduct of 
research. He has been a consultant or speaker on the topic of research ethics for 
both national and international workshops and advisory groups, including panels 
and conferences for the American Association for the Advancement of Science, 
National Academy of Sciences, National Institutes of Health, and the Office of 
Research Integrity. With Francis Macrina of Virginia Commonwealth University, 
he has taught numerous courses for instructors of research ethics courses. He is 
project director for a Web-based resource for instructors of courses in the 
responsible conduct of research (http://research-ethics.net) and directs NIH- 
funded projects to assess the effectiveness of teaching research ethics and the 
standards of conduct in research. Kalichman is also the founding and past 
president for the Responsible Conduct of Research Education Consortium 
(RCREC), which is now part of the Association for Practical and Professional 
Ethics. He is a co-founder and co-director of the Center for Ethics in Science and 
Technology (http://ethicscenter.net) for the San Diego region and founding 
director of the San Diego Research Ethics Consortium (http://sdrec.ucsd.edu). 


Jan Leach, PhD, is a University Distinguished Professor at Colorado State 
University and an Adjunct Scientist at the International Rice Research Institute 
(Philippines). She is an authority on the molecular biology of plant-pathogen 
interactions. Her research focuses on understanding the molecular basis of 
durable disease resistance, particularly in rice-pathogen interactions. Other 
projects currently underway in her laboratory are related to bioenergy (genetics 
of biomass production), improving health benefits of crop plants, and the 
development of novel tools for detection and monitoring of microbes associated 
with plants. She is a Fellow and a past President of the American 
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Phytopathological Society. She is also a Fellow of the American Association for 
the Advancement of Science (AAAS), served as Chair of the AAAS Section O 
(Agriculture, Food, and Renewable Resources) in 2007, and is currently a member 
of the Section O steering committee. Leach is a Fellow of the American Academy 
of Microbiology. Prior to her appointment at CSU, Dr. Leach was named a 
University Distinguished Professor at Kansas State University in 1998. She served 
as president of the International Society of Molecular Plant—Microbe Interactions. 
Leach has served or chaired advisory committees for a number of national and 
international projects, programs and institutions, including the U.S. Rice Genome 
Sequencing Project, the Research Core for Interdisciplinary Science (RCIS) at 
Okayama University (Japan), Rural Development Agency (Korea), and a National 
Research Council (NRC) study. 


Francis L. Macrina, PhD, is the Edward Myers Professor of Dentistry and Vice 
President for Research at Virginia Commonwealth University (VCU). Dr. Macrina's 
longstanding scientific interests have been in the molecular pathogenesis of 
infectious diseases, and his research at VCU was continuously supported by the 
National Institutes of Health (NIH) for 33 years. This NIH funding included 
Research Career Development and MERIT Awards from the National Institute of 
Dental and Craniofacial Research. He has authored over 115 scientific 
publications. His current scholarly interests also include behavioral and 
educational research in scientific ethics. Dr. Macrina has served two terms on NIH 
study sections and was both a member and the chair of the NIDCR Board of 
Scientific Counselors. He also served a four year term on the NIH National 
Advisory Dental and Craniofacial Research Council. He has served on the editorial 
boards of the Journal of Bacteriology and Infection and Immunity. He was both 
co-editor-in-chief and editor-in-chief of Plasmid, serving in these roles for a total of 
13 years. He is frequently invited to speak on scientific integrity teaching, and has 
been involved in teaching workshops sponsored by PRIM&R, the American 
Society for Microbiology (ASM), Sigma XI, and the National Academy of Sciences. 
He has served as a member of the ASM Ethics Committee and the Ethics 
Committee of the American Association for Dental Research. He was a founding 
member and officer of the Responsible Conduct of Research Educational 
Consortium, now a unit of the Association of Practical and Professional Ethics. He 
has been a consultant to the USHHS Office of Research Integrity, the National 
Institutes of Health, the National Science Foundation and the National Science 
Advisory Board for Biosecurity on matters related to scientific integrity and 
responsible conduct of research. He completed two years of service as a member 
of the NAS/AAAS Committee on Assessing Fundamental Attitudes of Life 
Scientists as a Basis for Biosecurity Education. The third edition of his widely used 
text, Scientific Integrity, Text and Cases in Responsible Conduct of Research was 
published by ASM Press in March, 2005. He is presently writing the 4" edition of 
this book which is expected to be published in the fall of 2011. 
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Brian Rappert, PhD, is the Head of Department and an Associate Professor of 
Science, Technology and Public Affairs in Sociology & Philosophy at the University 
of Exeter. His long term interest has been the examination of how choices can 
and are made about the adoption and regulation of technologies, particularly in 
conditions of uncertainty and disagreement. Over the last 5 years he has 
undertaken extensive educational engagement efforts with individuals and 
groups in the life sciences regarding the potential destructive use of their 
research. In 2010 he published Education and Ethics in the Life Sciences (freely 
available at http://epress.anu.edu.au/education ethics/pdf_ instructions.html). His 
other books include Controlling the Weapons of War and Biotechnology, Security 
and the Search for Limits, Biosecurity (co-ed), and Experimental Secrets. 


Naomi J. Schrag, JD, is the Associate Vice President for Research Compliance in 
the Office of the Executive Vice President for Research. She oversees work on 
such issues as research misconduct, conflict-of-interest and international research 
compliance, and collaborates closely with other offices across the University to 
develop integrated approaches to compliance and training. Before joining 
Columbia in January 2006, Ms. Schrag practiced law for nine years, focusing on 
regulatory compliance and litigation involving biomedical research, with clients 
including pharmaceutical companies and not-for-profit organizations. Ms. Schrag 
also clerked in the Court of Appeals for the Second Circuit. Ms. Schrag graduated 
from New York University School of Law in 1995. Before entering law school, she 
worked on an oral history of the Holocaust for the Museum of Jewish Heritage. 


Scott Steele, PhD, joined the University of Rochester in December of 2008 and 
currently serves as the Director of a new Office of Research Alliances. In this role 
he is identifying and fostering strategic research partnerships and educational 
alliances between the University’s research community and industry, government 
agencies and laboratories, and other academic institutions. He is actively involved 
with the University of Rochester Clinical and Translational Science Institute, 
serving as the Director of the Public-Private Partnership Key Function. Dr. Steele 
also serves on research and technology related committees at the University of 
Rochester, including the Technology Transfer Policy Committee and the 
University Research Group, both chaired by the Provost. Prior to joining the 
University of Rochester, Dr. Steele served in the White House Office of Science 
and Technology Policy (OSTP), initially as a representative of the National Science 
and Technology Council and was later designated as the Executive Director of the 
President’s Council of Advisors on Science and Technology (PCAST). PCAST 
provides advice and recommendations to the President on a range of science and 
technology issues and Dr. Steele coordinated PCAST studies exploring issues in 
nanotechnology, energy technologies, personalized medicine, and approaches to 
enhance university-private sector research partnerships. Previously, Dr. Steele 
served as a senior policy specialist at the Federal Bureau of Investigation (FBI). 
Within the FBI’s Weapons of Mass Destruction program, he focused on 
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developing a number of science and national security policies and plans, including 
forming partnerships between the scientific, public health, law enforcement and 
broader national security communities. 


Caroline C. Whitacre, PhD, serves as the Vice President for Research at The Ohio 
State University in Columbus, Ohio. She is a Professor of Molecular Virology, 
Immunology and Medical Genetics and holds joint appointments in the 
Departments of Pathology, Internal Medicine and Veterinary Biosciences. She 
served as Associate Vice President for Health Sciences Research and Vice Dean for 
Research in the College of Medicine from 2001-2008. Dr. Whitacre received her BA 
and PhD degrees at Ohio State University and did postdoctoral training at 
Northwestern University Medical School in Chicago. She returned to Ohio State 
in 1981 where she has been on the faculty since that time. She served for 12 years 
as the Chair of the Department of Molecular Virology, Immunology and Medical 
Genetics in the College of Medicine. 

Dr. Whitacre’s research is in the area of the immunology of multiple sclerosis 
(MS). Her laboratory examines the treatment of MS and its animal model using 
oral tolerance. This research has led to clinical trials in MS, rheumatoid arthritis, 
uveoretinitis, and diabetes. She has also worked in the area of hormonal 
regulation of autoimmunity, and more recently focused on sex differences and 
the effects of pregnancy on autoimmune disease. Dr. Whitacre has served as chair 
of an NIH study section, as well as Chair of the Task Force on Gender, MS and 
Autoimmunity for the National Multiple Sclerosis Society. She also chaired the 
Presidential Commission on University Governance at Ohio State. In recognition 
of her University activities, she was awarded the OSU Faculty Award for 
Distinguished University Service in 2001 and the Distinguished Scholar Award in 
2008. In 2004, she was named a Fellow of the American Association for the 
Advancement of Science. 
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Appendix H: Survey of Scientific Societies 2010 


: General Code 


Mention of Dual Use 


Center for Science, Technology & Security Policy has a 
database linking to different educational projects, 
educational materials, etc. Tne Center also did research on 
the topic and organized workshops and conferences. It put 
out a report "Professional and Graduate-Level Programs on 
Dual Use Research and Biosecurity for Scientists Working 
in the Biological Sciences" which recommends integrating 
this issue into science education. It has a statement on the 
need to allow unrestricted dissemination of knowledge. 


American Association for the 


Advancement of Science (AAAS) 





oh 





American Institute of Biological 
Sciences 


| 
oe) 


yes 

Puc American Phytopathological yes yes, Statement from the APS Council 
Society (APS) 

American Society for Biochemistry ae 

and Molecular Biology - 

The American Society for yes yes, ASM Council Statement 


Microbiology 


In its mission statement. It has an elaborate program on 
biosecurity that includes online modules on dual use 
research that can be used to highlight the issue. 


Federation of American Scientists 


ie) 





They have created a sub committee and put out an elaborate 
statement on dual use research and the need to integrate it 
into science curricula. 


FASEB 


Project in the Board of Life Sciences on biosecurity, 
collaborates with AAAS on programs and workshops. Links 
to FAS and others. 


National Academy of Sciences 


ie) 


ie) 





The Society for Integrative and ee a 
Comparative Biology (SICB) : 

They have a very general statement : "Give due 
Society of Toxicology yes consideration to the ethical, legal, social and policy 


implications of their research and communications." 


The American Biological Safety 
Association (ABSA) 


They have a page on biosafety and an "ABSA Biosecurity 
Task Force White Paper: Understanding Biosecurity". 


es 


< 
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General Code 


Biotechnology Industry Organization |yes - ethics statement 


The American College of Laboratory 


A . 
Animal Medicine (ACLAM) dequate Veterinary Care 


Council for Agricultural Science and 
Technology (CAST) 


Public Responsibility in Medicine and 


ission stat t 
Research (PRIM&R) mi1Ssion Statemen 


American Academy of Forensic 
Science 


American Mathematical Society* 


International Union of 
Microbiological Societies 


no - but has statements on 
research integrity and other 


International Council of Science 
(ICSU) 


The International Union of 
Biochemistry and Molecular Biology 


Royal Society of New Zealand 


American Medical Association 


International Union of Pure and 
Applied Chemistry 


The International Association of 
Synthetic Biology 





Mention of Dual Use 


No mention of dual use but of social issues. 


General statement about social responsibility without any 
mention of dual use. 


yes, an excerpt: "Freedom to publish must sometimes yield 
to security concerns, but mathematicians should resist 
excessive secrecy demands whether by government or 


private institutions." 
yes, a specific code for dual use: "[UMS Code of Ethics 


against Misuse of Scientific Knowledge, Research and 
Resources". 


no mention of dual use 


Part of their general code of ethics, it does not mention dual 
use but does invoke biosecurity issues: "7. They will not 
engage knowingly in research that is intended for the 
production of agents of biological warfare or bioterrorism, 
nor promote such agents." 


One part of the code focuses on genetics and has some 
relation to issues of dual use: "The power to genetically 
modify living organisms lies alongside the power to harness 
the energy of the atom in placing a special responsibility on 
those who have the knowledge and skills to do so. It is 
essential that all scientists and technologists keep firmly in 
mind the general requirements of this Code of Ethics and 
that they do nothing that could potentially be detrimental to 
the community or harmful to the environment." 


Section in their code of ethics: "Opinion 2.078 - Guideline to 
Prevent Malevolent Use of Biomedical Research". 


They have a group that is working on a code that includes 
reference to dual use. The last update on the work of the 
group is from 2008. 
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: General Code Mention of Dual Use 


Report on dual use research from 2005 - from the Board on 
Global Health. 


Institute of Medicne 


O 


au 


The American Society of Gene & Cell 


Therapy (ASGCT) 


<< 





ie) 


Royal Society 


no, but they published a paper calling for dual use oversight 
2 
a 
2 
ee 
2 
2 
2 
2 
ee ee 
ee 
2 
2 
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o) 
5 
o) 


American Academy of Microbiology 


The American Association of 
Immunologists 


ie) 


American Society for Virology 


o) 
5 
o) 


The American Society of 
Parasitologists 


© 
5 
o) 


The Association of Applied Biologists 


5 
ie) 
5 
ie) 


The Biophysical Society 


o) 
5 
o) 


Society for Developmental Biology 


o) 
5 
Oo 


Society for General Microbiology 


o) 
5 
o) 


Society for Industrial Microbiology 


The American Society for 
Rickettsiology 


o) 
5 
o) 


The Alliance for the Prudent Use of 
Antibiotics (APUA) 


o) 
5 
o) 


Association for Biology Laboratory 
Education 


o) 
5 
Oo 


European Society for Emerging 
Infections 


o) 
5 
o) 





General Code Mention of Dual Use 


Federation of European 
Microbiological Societies 


International Society for Interferon 
and Cytokine Research 


International Society for Molecular 
Plant-microbe Interactions 


a 
The International Society for 
Antiviral Research (ISAR) 

— 

O 


Association of American Universities 


Association of American Medical 
Colleges 


Association of Public and Land-grant 
Universities 


The American Physiological Society 


part of FASEB 
American Society For Cell Biology no 
(ASCB) 
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Appendix | 


Considerations in Developing a Code of Conduct for Dual Use Research 
in the Life Sciences’ 


INTRODUCTION 

Important benefits to society have been achieved in no small measure by scientists who have 
strived to conduct their work conscientiously and with integrity. This commitment forms the 
basis of a culture of responsibility in which scientists consider the risks and implications of 
their research and take appropriate measures to ensure that they carry out their work safely, 
ethically, and in a manner that warrants continued public trust and support. To achieve this 
aim, scientists should consider the relevant standards and guideposts for ethical and 
responsible research conduct as well as the potential impact their research may have on 
society. The importance of thoughtful consideration of ethics and research is amplified when 
scientists engaged in well-intended research are confronted with its potential for misuse. 

In recent years, increased attention has been directed to the possibility that the knowledge, 
products, or technologies derived from some life sciences research may be misapplied to pose 
a threat to public health, agriculture, plants, animals, the environment, or materiel. Research 
with this potential is known as “dual use research of concern.” All those involved in life 
sciences research have a responsibility to avoid or minimize the foreseeable risks and harm 
that could result from malevolent use of research outcomes. 


The National Science Advisory Board for Biosecurity (NSABB) has given extensive consideration 
to the characteristics that define dual use research of concern. Following its charge, the NSABB 
is proposing a series of recommendations and tools to help the scientific community identify 
and manage the risks associated with this type of research. The NSABB has observed that 
there is a need not only to raise life scientists’ awareness of the dual use potential of their 
research but also to provide and promote principles of research conduct that will sustain a 
culture of responsibility within the scientific community. 


One useful tool for raising awareness of the potential for dual use research and promoting 
responsible research behavior is a code of conduct. Typically developed by societies, 
associations, and institutions, a code of conduct articulates shared values and standards of 
conduct. Codes also can be used to educate people regarding their ethical responsibilities. The 
value of a code is reinforced when it is discussed in training sessions, at meetings, and during 
the course of routine activities. 


USING THIS DOCUMENT 


Excerpted from: NSABB, Proposed Framework for the Oversight of Dual Use Life Sciences Research, pp.43-50 (Bethesda, MD: National 
Institutes of Health, June 2007), oba.od.nih.gov/biosecurity/pdf/Framework%20for%20transmittal%200807_Sept07.pdf. 
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The following document lays a foundation for a code of conduct that explicitly addresses dual 
use research of concern by: 
e Describing the general utility and potential applications of such a code 
e Articulating a core set of responsibilities related to dual use research that can serve as 
a foundation for a code 
e Delineating additional responsibilities related to specific phases of the research 
process and research-related activities 


The core set of responsibilities and the additional specific responsibilities outlined below 
provide a template that users of this document can adopt verbatim, modify, or use as the basis 
for developing more specific guidance on ethical behavior. This document is intended to be 
used in tandem with other elements of the framework of policy and guidance pertinent to this 
issue that are now under development. 


AUDIENCES FOR THIS DOCUMENT 

Every individual associated with the life sciences should be aware of the potential dual use of 
scientific knowledge, products, or technology and be knowledgeable of the ethical obligations 
that ensue in regard to research that can be considered “dual use of concern.” Specifically, the 
considerations in this document are intended to apply to the following audiences: 


Life sciences societies and associations. Life sciences societies and associations are important 
sources of guidance for scientists on the ethical standards that apply to their disciplines. These 
organizations are encouraged to enhance their bylaws or codes of conduct to address the 
considerations within this document. They may choose to adopt any portion of this document 
into an existing code or to modify its contents in order to adapt them to a specific discipline 
and context. Alternatively, organizations may choose to adopt or create a stand-alone 
document to give it particular salience. In either case, organizations generally adopt or modify 
their codes through a governance process involving broad discussion with the membership; 
therefore, the process of considering the ethical standards applicable to dual use research of 
concern is a valuable exercise in its own right. Whatever the manner in which a society 
chooses to develop and adopt a code on dual use research of concern, the code should be 
widely disseminated to members (for example, by publishing it in society newsletters and 
journals). It should be revisited frequently at annual membership meetings and other events in 
order to refresh and reinforce its impact and to address evolving issues. 


Research institutions. Whether public or private, academic or industrial, research institutions 
are responsible for the integrity of their research programs. Institutions that oversee a body of 
research typically have rules, guidelines, and standard operating procedures to guide staff on 
how to conduct research in an ethical and legal manner, as well how to conform to institution- 
specific policies and requirements. Institutions should consider the adoption and 
dissemination of specific guidance on dual use research in faculty handbooks, procedures 
manuals, institutional Web sites, training and education of students and staff, and other 
appropriate venues. Many such institutions also offer formalized employee orientation 
programs and courses of instruction in the responsible conduct of research. It would be 
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appropriate and helpful to incorporate the topic of dual use research, along with related 
guidance on ethical and legal responsibilities, in such courses and programs. 


Industry. Life scientists who are engaged in research for commercial purposes share the same 
responsibilities for safeguarding the public welfare as their colleagues in the academic or 
public sectors. Each commercial organization will have its own mechanisms for raising 
awareness of dual use research of concern and for developing policies to address related 
issues. 


Research leadership. Scientists who have risen to leadership positions (for example, society 
presidents, medical school deans, and department chairs in universities) serve as role models 
for other scientists. In particular, those who are responsible for oversight of research programs 
should consider how their institutions are addressing the responsibilities outlined in this 
document. For example, it is important to ensure that issues related to dual use research of 
concern are well understood by life scientists, that dual use research of concern is reported in 
accordance with institutional policies, and that life scientists are aware of and compliant with 
other applicable requirements. All those who have gained the respect of other scientists 
through their work can play a critical role in assuring that the issues associated with dual use 
research of concern are thoughtfully addressed. 


Individual life scientists. Scientists bear the primary responsibility for the integrity of their 
own research. By their actions and explicit guidance, they can foster a sense of ethical 
responsibility in the research team and an awareness of applicable laws and guidelines. This 
document may aid in increasing their awareness of their responsibilities in the area of dual use 
research of concern and help them mentor students, trainees, and technical staff. Mentors are 
encouraged to involve these individuals in laboratory discussions of dual use research of 
concern, the ethical responsibilities that are outlined in this document, and the relevance of 
these responsibilities to their work. 


Technicians, trainees, and others involved in the research process. Technical staff, 
postdoctoral fellows, students, and others who contribute to research activities bear their own 
measure of responsibility for the integrity of these projects. These individuals are also 
encouraged to review this document carefully, consider how it may apply to current work, and 
engage their instructors and mentors in addressing any questions they may have regarding its 
relevance. 


Funding agencies/institutions. Institutions and agencies that fund research establish the 
framework for decisions about the research considered eligible for funding and provide 
oversight to ensure responsible stewardship of funds. In order to avoid endangering public 
health, agriculture, plants, animals, the environment, or materiel, they are responsible for 
ensuring that projects that could be considered dual use research of concern are identified 
prior to funding. When a project meets the criteria for this type of research, the funders 
should ensure that a process is in place to manage risks through a thoughtful and informed 
consideration of options that could mitigate or manage them. 
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Journal editors, reviewers, and publishers. Those who play decisionmaking roles in the 
process of communicating scientific information have an ethical responsibility to consider 
whether the information being considered for publication could be used to endanger public 
health, agriculture, plants, animals, the environment, or materiel. Depending on their analysis 
of the risks and benefits of communications regarding information or technology that meet 
criteria for dual use research of concern, they may choose to proceed in a way that mitigates 
or manages the risks associated with communication, for example, by adding contextual 
information not found in the original article or delaying communication until a time at which 
the risks would be reduced. 


CORE RESPONSIBILITIES OF LIFE SCIENTISTS IN REGARD TO DUAL USE RESEARCH OF 
CONCERN 

The text box below identifies the fundamental responsibilities of all life scientists with regard 
to dual use research of concern. These obligations flow from the underlying principle of 
concern for the public good and should lie at the heart of any code of conduct that addresses 
this topic. 


LIFE SCIENTISTS: CORE RESPONSIBILITIES REGARDING DUAL USE RESEARCH OF CONCERN 
Life sciences research is a critically important endeavor that has benefited society by 
advancing our understanding of living systems. Critical to the future of scientific progress 
and freedom is the preservation of public trust and support, which scientists have 
earned through their attention to responsible research practice. Despite a scientist's 
conscientious approach to research conduct, the knowledge, products, or technologies 
derived from some life sciences research may be misused by others to pose a threat to 
public health, agriculture, plants, animals, the environment, or materiel. Research with 
this potential is known as “dual use research of concern.” 


Individuals involved in any stage of life sciences research have anethical obligation 
to avoid or minimize the risks and harm that could result from malevolent use of 
research outcomes. 


Toward that end, scientists should: 
Assess their own research efforts for dual use potential and report as appropriate 
Seek to stay informed of literature, guidance, and requirements related to dual 
use research 
Train others to identify dual use research of concern, manage it appropriately, 
and communicate it responsibly 
Serve as role models of responsible behavior, especially when involved in 
research that meets the criteria for dual use research of concern 
Be alert to potential misuse of research 
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RESPONSIBILITIES IN THE RESEARCH PROCESS 

Research is a complex, iterative process, and the potential for dual use may be recognized at 
many junctures and through different activities. Consequently, while it is valuable to be mindful 
of the core responsibilities articulated above, those involved in life sciences research may also 
benefit from a more specific review of their responsibilities in regard to dual use research of 
concern. 


Proposing Research 

When designing and proposing research, the ethical responsibilities of life scientists include: 

1. Considering whether the knowledge, products, or technology resulting from the research 
could be deliberately misused to endanger public health, agriculture, plants, animals, the 
environment, or materiel 

2. Striving to design research that promotes beneficial scientific advances, while avoiding or 
minimizing elements of study design that raise concerns about dual use 

3. Weighing carefully the benefits of study elements presenting dual use concerns that cannot 
be completely eliminated against the harm that could occur through their deliberate misuse 

4. Considering ways to modify the research design to manage and mitigate potential misuse 
when it is clear that the benefits of the research with dual use potential outweigh the 
potential harm 


Managing Research 

The ethical responsibilities of persons who manage research programs, whether within the public 

or private sector, include the following: 

1. Promoting awareness of dual use research of concern and the ethical responsibilities it entails 

2. Developing and maintaining systems, policies, and training to ensure that dual use research of 
concern is identified and managed appropriately 

3. Implementing federal, state, and other appropriate guidelines specific to dual use research of 
concern 


Reviewing Research 

The ethical responsibilities of those responsible for establishing and managing the review 

process (e.g., funding agencies) include the following: 

1. Ensuring that when research proposals are reviewed, appropriate systems are in place to 
identify the possibility of dual use of concern and to address related issues. Examples of 
common means of reviewing research proposals include Institutional Animal Care and Use 
Committees (IACUCs), Institutional Biosafety Committees (IBCs), Institutional Review Boards 
(IRBs), and peer review groups. 

2. Ensuring that both researchers and reviewers are knowledgeable of, and adhere to, all ethical, 
institutional, and legal requirements that apply to the review of possible dual use research of 
concern. 

3. Reconsidering institutional review systems periodically to ensure that they reflect current 
criteria defining dual use research of concern and are consistent with applicable federal and 
state guidelines. 
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The ethical responsibilities of individuals serving on peer review groups or otherwise engaged in 

research review include the following: 

1. Becoming well educated about dual use research of concern and related ethical, legal, and 
institutional requirements, as well as applicable federal and state guidelines 

2. Being mindful during the review process of whether the research could meet the criteria for 
dual use of concern 

3. Using methods in keeping with the reviewer’s charge and context to make appropriate people 
aware that the research being reviewed meets the criteria for dual use research of concern 

Conducting Research 

The ethical responsibilities of life scientists engaged in research include the following: 

1. Observing safe practices and ethical behaviors in the laboratory, clinic, field, and classroom 
and ensuring that subordinate personnel do so as well 

2. Using appropriate security measures and continually reassessing their adequacy as concerns 

about potential misuse evolve 

Observing applicable guidelines for the responsible conduct of dual use research of concern 

4. Being attentive to the dual use potential of the knowledge, products, or technology resulting 
from research activities as they emerge 

5. Alerting responsible institutional officials when dual use research of concern is identified and 
when decisions must be made to manage associated risks 
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Collaborating on Research 

Research endeavors frequently involve the participation and cooperation of multiple laboratories 

and disciplines, which can be subject to different management, codes of conduct, cultural values, 

or operating procedures. Besides the ethical responsibilities associated with conducting research, 
scientists involved in such collaborations have the additional obligations of: 

1. Engaging in open dialog regarding whether knowledge, products, or technology resulting from 
the research could be considered dual use research of concern; when such research is 
pursued, ensuring that all parties are aware of their ethical responsibilities 

2. Agreeing on specifically assigned responsibilities to ensure ethical oversight of all aspects of 
research with dual research potential, including its outcomes. 

3. Considering and respecting expressions of concern regarding the possible dual use of 
knowledge, products, or technology resulting from the research and ensuring that these 
concerns are raised with those charged with responsibility for research oversight 

4. Considering appropriate measures to reduce or eliminate risks to public health, agriculture, 
plants, animals, the environment, or materiel resulting from the research project 

5. Maintaining a current awareness of national and international standards and policies 
regarding dual use research of concern 


Communicating the Results of Dual Use Research of Concern 


’ Safe la boratory practices are embodied in such documents as CDC-NIH Biosafety in Microbiological and Biomedical Laboratories 
(www.cdc.gov/od/ohs/biosfty/bmbI5/bmbI5toc.htm), NIH Guidelines for Research Involving Recombinant DNA Molecules 
(www4.od.nih.gov/oba/rac/guidelines/guidelines.html), and Biological Safety: Principles and Practices (ASM Press, www.asm.org/), 
and applicable occupational and safety regulations and standards. 


146 


Regardless of the stage of the research process and the form of the communication, those 
involved in communications regarding knowledge, products, or technology that can be 
considered dual use research of concern have the following ethical responsibilities: 

1. Being aware of ethical and legal considerations relevant to communications regarding 
knowledge, products, or technology that can be considered dual use research of concern. 

2. Analyzing potential risks to public health, agriculture, plants, animals, the environment, or 
materiel that could result from research-related communications, balancing them against the 
potential benefits. 

3. Considering options for communication that may reduce or eliminate risks when 
communicating information with dual use potential is clearly warranted by its benefits. 
Examples of mitigating strategies may include a delay in releasing the information, the 
addition of appropriate contextual information, or communicating the information to a more 
limited audience. 


Scientific Education and Mentorship 
Practicing scientists who serve as role models to developing scientists (e.g., their trainees, 
students, and staff) have the following ethical responsibilities: 
1. Raising developing scientists’ awareness of what constitutes dual use research of concern and 
why it matters 
2. Informing developing scientists of their ethical, legal, and institutional responsibilities when 
engaged in dual use research of concern, as well as applicable federal and state guidelines 
—Encouraging open and respectful discussion of issues related to dual use research of 
concern, including whether or not a particular project could be considered dual use 
research of concern 


147 


